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VIDEO AND LIBRARY PRIVACY PROTECTION
ACT OF 1988

WEDNESDAY, AUGUST 3, 1988

U.S. HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON
COURTS, CIVIL LIBERTIES, AND THE ADMINISTRATION OF
JUSTICE, COMMITTEE ON THE JUDICIARY, AND U.S.
SENATE, SUBCOMMITTEE ON TECHNOLOGY AND THE LAW,
COMMITTEE ON THE JUDICIARY,

Washington, DC.
The subcommittees met, pursuant to notice, at 9:40 a.m., in room

2237, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the Subcommittee on Courts, Civil Liberties, and the
Administration of Justice) presiding.

Present (House): Representatives Kastenmeier, Berman, Cardin,
Moorhead, De Wine, Coble, and Slaughter.

Present (Senate): Senators Leahy and Simon.
Staff present (House): Michael J. Remington, chief counsel; Vir-

ginia E. Sloan, counsel; David W. Beier, counsel; Joseph V. Wolfe,
associate counsel; and Judith W. Krivit, clerk.

Staff present (Senate): Ann M. Harkins, chief counsel; Marc S.
Rotenberg, counsel; Susan P. Kaplan, counsel; and Jill D. Fried-
man, clerk.

Mr. KASTENMEIER. The meeting will come to order.
[Copies of H.R. 4947 and S. 2361 follow:]

(1)
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100T11 CONGRESS

H. R. 49472D SESSION

To amend title 18, Unitul States Code, to preserve personal privacy of individuals
with respect to certain library use and use of services involving the rental or
purchase of video tapes, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES
JUNE 29, 1988

Mr. KASTENMEIER (for himself and Mr. MCCANDLESS) introduced the following
bill; which was referred to the Committee on the Judiciary

A BILL
To amend title 18, United States Code, to preserve persona'

privacy of individuals with respect to certain library use ...nd
use of services involving the rental or purchase of video
tapes, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 fives of the United States of America in Congress (mumbled,

3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the "Video and Library

5 Privacy Protection Act of 1988".

6 SEC. 2. CHAPTER 121 AMENDMENT.

7 (a) IN GENERAL.Chapter 121 of title 18, United

8 States Code, is amended-

8
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2

1 (1) by redesignating section 2710 as section 2711;

2 and

3 (2) by inserting after section 2709 the following:

4 "§ 2710. Wrongful disclosure of information relating to li-

5 brary use or video tape rental or sale

6 "(a) PROHIBIT.ONS.Except as provided in subsection

7 (b), it shall be unlawful for a video service provider or library

8 knowingly-

9 "(1) to disclose to any other person or entity any

10 personally identifiable information about any user of

11 covered services; or

12 "(2) to retain in a record any such information

13 more than one year after-

14 "(A) that information is no longer necessary

15 for the purposes for which it was collected; and

16 "(B) there are no pending requests or court

17 orders fot disclosure under this section.

18 "(b) EXCEPTIONS.it is not a violation of sub-

19 section (a) of this section to disclose information about an

20 individual- -

21 "(1) to that individual;

22 "(2) with that individual's consent under the cir-

23 cumstances described in subsection (c) of this sPr3tion;

24 "(3) to a law enforcement agency pursuant to an

25 order under subsection (d) of this section; or
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3

1 "(4) when necessary for a legitimate business
2 purpose.

3 For the purposes of this subsection, engaging in the conduct

4 prohibited by subsection (a) is not in itself P legitimate busi-

5 ness purpose.

6 "(c) REQUIREMENTS FOR CONSENT EXCEPTION.
7 "(1) IN GENERALExcept as provided in pars-
8 graph (2), the consent required for the exception under

9 subsection (b)(2) is the prior written consent of the
10 user-
11 "(A) specifying what information will be dis-

12 closed and who the specific recipient of that dis-
13 closure will be; and

14 "(B) given under the circumstances in which

15 the user understands that the user may prohibit
16 that disclosure without being refused services or

17 suffering other discrimination.

18

19

20

21

22

23

24

25

"(2) ALTERNATIVE CONSENT.In the case of a

disci sure limited to the name and address of the user,

that does not, directly or indirectly, reveal the category

of service, or the title, description, or subject matter of

service used, it is also sufficient consent for the pur-

poses of the exception under subsection (b)(2) that
"(A) the provider has given the user an op-

portunity to prohibit such disclosure;

10
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4

1 "(B) such opportunity is

2 "(i) in a writing which clearly and con-

3 spicuously specifies what information will be

4 disclosed; and

5 "(ii) under the circumstances described

6 in paragraph (1)(B); and

7 "(C) the user may exercise that opportunity

8 by making an appropriate mark on such writing.

9 "(d) REQUIREMENTS FOR COURT ORDER FOR LAW

10 ENFORCEMENT EXCEPTION.

j IN GENERALA court may order disclosure

12 of personally identifiable information about a user of

13 covered services to a Federal law enforcement agency

14 or a State law enforcement agency authorized by State

15 statute to seek such disclosure, if-

16 "(A) the user is given notice and afforded an

17 opportunity to appear and contest such order; and

18 "(B) tin law enforcement agency makes the

19 showing described in paragraph (2).

20 '(2) WHAT THE AGENCY MUST SHOW.In a

21 court proceeding to issue an order under this subsec-

22 Lion the law enforceme,d agency must show-

23 "(A) by clear and convincing evidence that

24 the user has engaged in criminal activity;

1
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5

1 "(B) that the information sought would be

2 highly probative in a criminal proceeding relating

3 to that activity;

4 "(C) that other specifically named and less

5 intrusive investigative procedures have been tried

6 and failed, and the particular details of that at-

7 tempt and failure, or why the peculiar circum-

8 stances of this case make it reasonably appear

9 that other less intrusive investigative procedures

10 are unlikaly to succeed if tried or are too danger-

11 ous to try; and

12 "(II) why, in the particular and individual

13 circumstances of this case, the value of the infor-

14 mation sought outweighs the competing privacy

15 interests.

16 "(e) CIVIL REMEDY.Any person or entity (including a

17 governmental entity) that violates subsection (a) shall be

18 liable to any person aggrieved by that violation for-

19 "(1) such equitable and declaratory relief as may

20 be appropriate;

21 "(2) actual damages, but not less than the liqui-

22 dated amount of $2,500;

23 "(3) punitive damages in appropriate cases; and

24 "(4) reasonable attorneys' fees and other litigation

25 expenses reasonably incurred.

12
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6

1 "(f) DEFINITIONS OF COVERED ENTITIES AND SERV-

2 ICES.For purposes of this section-

3 "(1) the term 'video service provider or library'

4 means-

5 "(A) any publicly owned library open to the

6 general public;

"(B) any library in a primary, secondary, or

8 post secondary education institution --

9 "(i) that is a public institution; or

10 "(ii) any part of which receives Federal

11 financial assistance;

12 "(C) any person or other entity engaging in

13 a business that includes the renting or selling of

14 prerecorded video tapes or similar audiovisual

15 materials that-

16 "(i) operates in or affects interstate 'r

17 foreign commerce; or

18 "(ii) is supplied with video tapes to rent

19 or sell through distributors that operate in

20 interstate or forth, commerce;

21 "(D) any person or other entity to whom c

22 disclosure is made under subsection (b)(4), but

23 only with respect to the information contained ;a

24 that disclosure; or
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7

1 "(E) any person acting as an agent of an

2 entity described in subparagraphs (A) through (I)),

3 but only with respect to information obtained from

4 such entity; and

5 "(2) the term 'covered services' means-
6 "(A) with respect to a library, all the serv-

7 Ices of the library; and

8 "(B) with respect to a provider of prerecord-

9 ed video tapes or similar audiovisual materials,

10 those services involving or incident to providing

11 such tapes or materials.

12 "(g) PREEMPTION.The section preempts only those

13 provisions of State or local law that require disclosure which

14 this section prohibits.".

15 (b) CLERICAL AMENDMENT.The table of sections at

16 the beginning of chapter 121 of title 18, United States Code,

17 is amended-

18 (1) in the item relating to section 2710, by strik-

19 ing out "2710" and inserting "2711" in lieu thereof;

20 and

21 (2) by inserting after the item relating to section

22 2709 the following new item:

"2710. Wrongful disclosure of information relating to library use or video tape
rental or sale. ".

14
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100m CONGRESS S. 7'2o sE..,0N

II

To amend title 18, United States Code, to preserve personal privacy with respect

to the rental, purchase, or delivery of video tapes or similar audio visual

materials and the use of library materials or services.

IN THE SENATE OF THE UNITED STATES

MAY 10 (legislative Jay, MM 9), 1988

Mr. LEanY (for himself, Mr. GRASSLEY, Mr. SIMON, and Mr. Sim nos) intro-

duced the following bill; which was read twice and referred to the Committee

on the Judiciary

A BILL
To amend title 18, United States Code, to preserve personal

privacy with respect to the rental, purchase, or delivery of

video tapes or similar aud; visual materials and the use of

library materials or services.

1 Be it enacted by the Senate and House of Representa-

2 lives of the United Slates of America in Congress assembled,

3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the "Video and Library

5 Privacy Protection Act of 1988".

6 SEC. 2. CHAFFER 121 AMENDMENT.

7 (a) IN GENERAL.Chapter 121 of title 18, United

8 States Code, is amended
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2

1 (1) by redesignating section 2710 as section 2711;
2 and

3 (2) by inserting fter section 2709 the following:

4 "112710. Wrongful disclosure of video tape rental or sale
5 records and library r ecords

6 "(a) DEFINITIONS.For plaposes of this section --
7 "(1) the term 'patron' means any individual who
8 requests or receives-

13 "(A) services within a library; or
10 "(B) books or other materials on loan from a
11 library;

12 "(2) the term 'consumer means any renter, pur-
13 chaser, or subscriber of goods or services from a video
14 tape service provider;

15 "(3) the term 'library' means an institution which
16 operates as a public library or serves as a library for
17 any university, school, or college;

18 "(4) the term 'ordinary course of business' means
19 only debt collection activities and the transfer of
20 ownership;

21 "(5) the term 'personally identifiable information'
22 includes information which identifies a person as
23 having requested or obtained specific materials or serv-
24 ices from a video tape service provider or library; and

16
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3

1 "(6) the term `eider tape service provider' means

2 any person, engaged in the business of rental, tale, or

3 delivery of pre-recorded video cassette tapes or s:milar

4 audio visual materials.

5 "(b) VIDEO TAPE RENTAL AND SALE RECORDS.-(1)

6 A video tape service provider who knowingly discloses, to

7 any person, personally identifiable information concerning

8 any consumer of such provider shall be liable to the ag-

9 grieved person for the relief provided in subsection (d).

10 "(2) A N ideo tape service provider may disclose person-

11 ally identifiable information concerning any consumer-

12 "(A) to the consumer;

13 "(B) to ^,ny person with the informed, written

14 consent of the consumer given at the time the disclo-

15 sure is sought;

16 "(C) to a law enforcement agency pursuant to a

17 court order authorizing such disclosure if-

18 "(i) the consumer is given reasonable notice,

19 by the law enforcement agency, of the court pro-

20 ceeding relevant to the issuance of the court order

21 and is afforded the opportunity to appear and con-

22 test the claim of the law enforcement agency; and

23 "(ii) such law enforcement agency offers

24 clear and convincing evidence that the subject of

25 the information is reasonably suspected of engag-

17



12

4

1 ing LI criminal activity and the information sought

2 is highly probative and material to the ease;

3 "(11)! to any person if the disclosure is solely of

4 the names and addresses of consumers and if-

5 "(i) the video tape service provider has pro-

6 vided the consumer with the opportunity, in a

7 writing separate from any rental, sales, or sub-

8 scription agreement, to prohibit such disclosure;

9 and

10 "(ii) the disclosure does not reveal, directly

11 or indirectly, the title, description, or subject

12 matter of any video tapes or other audio visual

13 material;

14 "(E) to any person if the disclosure is incident to

15 the ordinary course of business of the video tape serv-

16 ice provider; or

17 "(F) pursuant to a court order, in a civil proceed-

18 ing upon a showing of compelling need for the informa-

19 tion that cannot be accommodated by any other means,

20 if-
21 "(i) the consumer is given reasonable notice,

22 by the person seeking the disclosure, of the court

23 proceeding relevant to the issuance of the court

24 order; and

1E
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5

1 "(ii) the consumer is afforded the opportunity

2 to appear and contest the claim of the person

3 seeking the disclosure.

4 If an order is granted pursuant to subparagraph (C) cr (F),

5 the court shall impose appropriate safeguards against unau-

6 thorized disclosure.

7 "(c) LIBRARY RECORDS.-(1) Any library which know-

8 ingly discloses, to any person, personally identifiable informs-

9 tion concerning any patron of such institution shall be liable

10 to the aggrieved person for the relief provided in subsection

11 (d).

12 "(2) A library may disclose personally identifiable infor-

13 mation concerning any patron-

14 "(A) to the patron;

15 "(B) to any person with the informed written con-

16 sent of the patron given at the time the disclosure is

17 sought;

18 "(C) to a law enforcement agency pursuant to a

19 court order authorizing such disclosure if-

20 "(i) the patron is given reasonable notice, by

21 the law enforcement agency, of the court proceed-

22 ing relevant to the issuance of the court order and

23 is afforded the opportunity to appear and contest

24 the claim of the law enforcement agency; and

19
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6

1 "(ii) such law enforcement agency offers

2 clear and convincing evidence that the subject of

3 the information is reasonably suspected of engag-

4 ing in criminal activity and that the information

5 sought is highly probative and material to the
6 case;

7 "(D) to any person if the disclosure is solely of

8 the names and addresses of patrons and if-

9 "(i) the library has provided the patron with

10 a written statement which affords the patron the

11 opportunity to prohibit such disclosure; and

12 "(ii) the disclosure does not reveal, directly

13 or indirectly, the title, description, or subject
14 matter of any library materials borrowed or serv-

15 ices utilized by the patron;

16 "(E) to any authorized person if the disclosure is

17 necessary for the retrieval of overdue library materials

18 or the recoupment of compensation for damaged or lost

19 library materials; or

20 "(F) pursuant to a court order, in a civil proceed-

21 ing upon a showing of compelling need for the informa-

22 lion that cannot be accommodated by any other means,

23 if-

20
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7

1 "(i) the patron is given reasonable notice, by the

2 person seeking the disclosure, of the court proceeding

3 relevant to the issuance of the court order; and

4 "(ii) the patron is afforded the opportunity to

5 appear and contest the claim of the person seeking the

6 disclosure.

7 If an order is granted pursuant to subparagraph (C) or (F),

8 the court shall impose appropriate safeguards against unau-

9 thorized disclosure.

10 "(d) Crvii ACTION.--(1) Any person aggrieved by any

11 act of a person in violation of this section may bring a civil

12 action in a United Stales district court.

13 "(2) The court may award-

14 "(A) actual damages but not less than liquidated

15 damages in an amount of $2,500;

16 "(B) punitive damages;

17 "(C) reasonable attorneys' fees and other litiga-

18 tion costs reasonably incurred; and

19 "(D) such other preliminary and equitable relief as

20 the court determines to be appropriate.

21 "(3) No rction may be brought under this subsection

22 unless such action is begun within 2 years from the date of

23 the act complained of or the date of discovery.

24 "(4) No liability shall result from lawful disclosure per-

25 witted by this section.
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8

1 "(e) Personally identifiable information obtained in any

2 manner other than as provided in this section shall not be

3 received in evidence in any trial, hearing, arbitration, or

4 other proceeding in or before any court, grand jury, depart-

5 ment, officer, agency, regulatory body, legislative committee,

6 or other authority of the United States, a State, or a political

7 subdivision of a State.

8 "(f) DESTRUCTION OF OLD RECORDS.--A person sub-

9 ject to this section shall destroy personally identifiable infor-

10 mation as soon as practicable, but no later than one year
11 from the date the information is no longer necessary for the

12 purpose for which it was collected and there are no pending

13 requests or orders for access to such information under sub-

14 sections (b)(2) or (c)(2) or pursuant to a court order.

15 "(g) SELECTION OF A FORUM. ---Nothing in this section

16 shall limit rights of consumers or patrons otherwise provided

17 under State or local law. A Federal court shall, in accord-

18 ante with scction 1738 of title 28, United States Code, give

19 preclusive effect to the decision of any State or local court or

20 agency in an action brought by a consumer or patron under a

21 State or local law similar to this section. A decision of a

22 Federal court under this section shall preclude any action

23 under a State or local law similar to this section.".

22
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9

1 (b) CLERICAL AMENDMENT. The table of sections at

2 the beginning of chapter 121 of title 18, United States Code,

3 is amended-

4 (1) in the item relating to section 2710, by strik-

5 ing out "2710" and inserting "2711" in lieu thereof;

6 and

7 (2) by inserting after the item relating to section

8 2709 the following new item:

"2710. Wrongful disclosure of video tape rental or sale records and library
records.".



18

Mr. KASTENMEIER. Today I am pleased that the Subcommittee onCourts, Civil Liberties, and the Administration of Justice joins with
the Senate Judiciary Committee Subcommittee on Technology andthe Law to hold a hearing on H.R. 4947 and S. 2361, bills to protect
the privacy of users of video and library services.

Without objection, by unanimous consent, this meeting may becovered in whole or part by television and/or radio broadcast and/
or still photography pursuant to Rule 5 of the Committee rules.

Before making any opening statement, I would like to turn to the
distinguished Chairman of the Subcommittee on Technology and
the Law, Senator Pat Leahy, for his opening remarks.

Mr. LEAHY. Mr. Chairman, I appreciate that and the courtesy ofyou letting me go first.
As I mentioned, we have a vote that is going to occur very quick-

ly in the SenE.te and I will cut out for a few minutes and do that
and come back.

I am pleased to be here for this joint hearing of the Senate Judi-
ciary Committee's Subcommittee on Technology and the Law andthe House Judiciary Committee's Subcommittee on Courts, Civil
Liberties, and the Administration of Justice.

I want to compliment you, sir, for the leadership you have
shown, not only in this subject but in so many that I have had the
honor of working with you on over the past several years on everyarea from privacy to high technology issues.

It has been a pleasure and it is an honor for me to be able to
come over here and join you in what's a much nicer hearing roomthan we have over on the other side. There's better lighting.

Today, we are considering the Video and Library Privacy Protec-tion Act. That is legislation that on the Senate side, I introduced
with Senators Simon, Simpson and Grass ley. And you, Mr. Chair-
man, and Congressman McCandless introduced companion legisla-tion here.

Judge Bork's confirmation he,:rings last year really provided the
forum for a national civics lesson. From Vermont to California,
Americans exchanged their views on our system of government. No
lesson from those hearings affected us more personally or deeply
than the debate on the right to privacy.

Vermonters certainly let me know where they stood when re-porters obtained a list of the movies that Judge Bork and his
family rented and they published them in a Washington newspa-per. It was disturbing to see that personal information can be fair
game for reporters or lawyers or nosy neighbors.

Most of us rent movies at video stores and we check out books
from our community libraries. These activities generate an enor-
mous report of personal activity that, if it is going to be disclosed,
makes it very, very difficult for a person to protect his or her pri-
vacy.

It really isn't anybody's business what books or what videos
somebody gets. It doesn't make any difference if somebody is up for
confirmation as a Supreme Court Justice or they are running the
local grocery store. It is not your business. It is not my business. It
is not anybody else's business, whether they want to watch Disney
or they want to watch something of an entirely different nature. It
really is not our business.

24
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And if we are going to tell people, especially people who want to
be in any form of public life, well, if you do, we are going to go all
the sk,..y back and find out what you checked out at your public li-
brary, what you took out on videos or what you watch at night on
television programs, then we are in a sorry state.

What a people's philosophy is, whether they are honest, whether
they have integrity, those are valid questions for public office.
Whether you want to watch a particular T.V. program or not isn't
anybody elfie's business and this law is going to make sure that it
stays nobody's else's business.

In 198e, I worked with the Chairman, with Congressman Kasten-
meier, in landmark privacy legislation. That was the Electronic
Communications Privacy Act. That protects communications from
unlawful intarception. We seem to be following along that line
here. The Video and Library Privacy Protection Act would protect
personally identifiable information from unlawful disclosure.

It prohibits the disclosure of library borrowing records and it will
provide damages awards when information is unlawfully disclosed.
I am encouraged by the bipartisan support for this, and, Mr. Chair-
man, again I can't compliment you enough for holding this hear-
ing.

I am encouraged by the broad bipartisan support for the bill and
will work hard for its enactment before the end of the Congress.

Mr. KASTENMEIER. We thank the distinguished Senator for his
opening remarks and it is indeed an honor to chair this committee
with him. Needless to say, I am an admirer of Pat Leahy and have
worked with him on many things, as he pointed out, such as the
Electromc Communications Privacy Act and many other pieces of
legislation which have come to fruition.

I have long been concerned about the increasing number and
types of intrusions into the privacy of American citizensby both
private individuals and the Government. Over the years, this sub-
committee has held both legislative and oversight hearings on this
issue, and as a result, we have helped lead the fight to curb these
troublesome invasions of privacy.

The Senate bill and House bill are another critical step along the
road to meeting a particular problem. These bills follow in the foot-
steps of other privacy legislation we have c .asidered and the im-
portant 1977 report of the Privacy Commission. These bills are an
effort to keep up to date with changing technology and changing
social patterns with respect to fee use of materials which ought to
be clearly private.

In any event, I am hopeful that we will be able to move these
bills forward. I think our goal should be in enactment this year if
at all possible. I would think there would be widespread support for
this form of initiative, and I am looking forward to these hearings.

[The statement of Mr. Kastenmeier follows:]

2v
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OPENING STATEMENT

THE HONORABLE ROBERT W. KASTENMEIER

VIDEO AND LIBRARY PRIVACY PROTECTION ACT OF 1988

AUGUST 3, 1988

TODAY I AX PLEASED THAT THE SUBCOMMITTEE ON COURTS, CIVIL

LIBERTIES AND THE ADMINISTRATION OF JUSTICE JOINS WITH THE

SENATE JUDICIARY COMMITTEE SUBCOMMITTEE ON TECHNOLCZY AND THE LAW

TO HOLD A HEARING ON H.R. 4947 AN S. 2361, BILLS TO PROTECT THE

PRIVACY OF USERS OF VIDEO AND LIBRARY SERVICES.

I HAVE LONG BEEN CONCERNED ABOUT THE INCREASING NUMBER AND

TYPES OF INTRUSIONS INTO THE PRIVACY OF AMERICAN CITIZENS -- BY

BOTH PRIVATE INDIVIDUALS AND THE GOVERNMENT. OVER THE YEARS,

THIS SUEODATHITTEE HAS HELD BOTH LEGISLATI"E AND OVERSIGHT

HEARINGS ON THIS ISSUE, AND AS A RESULT, 4E HAVE HELPED LEAD THE

FIGHT TO CURB THESE TROUBLESOME INVASIONS OF PRIVACY.

BEGINNING IN 1970 WITH THE PASSAGE OF THE FAIR CREDIT

REPORTING ACT, AND ENDING LAST CONGPESS WITH THE ELECTRONIC

COMMUNICATIONS PRIVACY ACT, THE CONGRESS HAS SHOWN ITS CONCERN

OVER THE OtPiND/NG LOMPUTERIZATION OF OUR SOCIETY, AND OVER THE

PROTECTION OF EV..11 AND EVERY INDIVIDUAL'S "RIGHT TO BE LET

ALONE." JUSTICE BRANDEIS'S FA,OUS WORDS CONTINUE TO RING TRUE,

21,
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AND THEY ARE THE PREMISE OF THE LEGISLATION WE CONSIDER TODAY.

I AM ESPECIALLY PLEASED THAT IN OUR HEARING TODAY, WE ARE

JOINED BY THE DISTINGUISHED GENTLEMAN FROM VERMONT, SENATOR PAT

LEAHY, SINCE WE WORKED CLOSELY WITH HIM AND WITH HIS COLLEAGUES

IN ACHIEVING PASSAGE OF THE ELECTRONIC COMMUNICATIONS PRIVACY

ACT. ECPA WAS AN IMPORTANT STEP ALONG THE ROAD TO PROTECTING THE

PRIVACY OF OUR EVERYDAY LIVES.

H.R. 4947 IS ANOTHER CRITICAL STEP ALONG THAT .:"AD, ONE THAT

I AM PLEASED TO CO-SPONSOR WITH OUR FIRST WITNESS TODAY, OUR

COLLEAGUE, REPRESENTATIVE AL MC CANDLESS. H.R. 4947 FOLLOWS IN

THE FOOTSTEPS OF OTHER HISTORIC PRIVACY LEGISLATION AND OF THE

IMPORTANT 1977 REPORT OF THE PRIVACY COMMISSION, BY PROHIBITING

THE DISCLOSURE OF PERSONAL INFORMATION WITHOUT THE INFORMED AND

VOLUNTARY CONSENT OF THE INDIVIDUAL INVOLVED. THIS INFORMATION

WOULD BE DISCLOSABLE ONLY UNDER THE NARROWEST OF CIRCUMSTANCES,

SUCH AS WHEN A COURT ORDER IS ISSUED OR FOR APPROPRIATE BUSINESS

PURPOSES. THE BILL PUTS TEE1H INTO ITS MANDATE BY PROVIDING

AGGRIEVED INDIVIDUALS WITH A CIVIL REMEDY, SIMILAR TO THAT IN THE

CABLE ACT AND THE FEDERAL WIREFAP STATUTES.

THIRTY-EIGHT STATES AND THE DISTRICT OF COLUMBIA HAVE LAWS

PROTECTING THE PRIVACY OF LIBRARY USERS. IN THE WAKE OF THE

RELEASE TO A REPORTER OF JUDGE BORK'S FAMILY'S VIDEO RECORDS

DURING HIS SUPREME COURT NOMINATION HEARINGS, STATE AND LOCAL

LEGISLATION IS BEGINNING TO BE ENACTED TO PROTECT VIDEO VIEWERS.

BUT A STRONG, UNIFORM FEDERAL STANDARD IS CLEARLY NEEDED.

DESPITE THE LIBRARY LAWS, THERE HAVE BEEN MANY ATTEMPTS TO OBTAIN

PATRONS' RECORDS, UNDER CIRCUMSTANCES THAT I THINK WOULD VIOLATE

2"
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MOST PEOPLES' PERCEPTIONS OF THEIR RIGHT TO PRIVACY. WE WILL

HEAR MORE ABOUT THESE INCIDENTS FROM THE AMERICAN LIBRARY

-ASSOCIATION'S REPRESENTATIVE. FORTUNATELY, THE LAWS, AND THE

STRONG STANDARDS OP ALL OF THE MAJOR LIBRARY ASSOCIATIONS IN7THIS

COUNTRY, HAVE PROHIBITED THE RELEASE OF THE REQUESTED

INFORMATION.

NOW WE ARE STARTING TO HEAR ABOUT SIMILAR INTRUSIONS INTO

THE PRIVACY OF VIDEO USERS. JUDGE BORE'S EXPERIENCE MAY BE. THE

MOST PROMINENT, BUT THERE ARE ALSO REPORTS THAT VIDEO RECORDS ARE

BEING SOUGHT IN DIVORCE CASES, IN CHILD CUSTODY DISPUTES, AND IN

CRIMINAL PROCEEDINGS. THE VIE 3 SOFTWARE DEALERS' ASSOCIATION

REPRSENTATIVE WILL INFORM US ABOUT THESE INCIDENTS, AND ABOUT

VIDEO DEALERS' ADMIRABLE ATTEMPTS TO REFUSE DISCLOSURE UNDER

THEIR OWN CONFIDENTIALITY RULES AND, IN MOST CASES, EVEN WITHOUT

SPECIFIC PROTECTIVE LAWS.

I STRONGLY BELIEVE THAT TOGETHER, THE FIRST AMENDMENT AND

THE FOURTH AMENDMENT PROTECT NOT ONLY THE FREEDOM TO READ, BUT

ALSO THE FREEDOM TO OBTAIN INFORMATION FROM WHATEVER SOURCE, AND

WHATEVER MEDIUW. THEY PROTECT THIS FREEDOM FROM UNAUTHORIZED AND

UNCONgENTFO-TO INTRUSIONS.

IT IS APPROPRIATE, THEREFORE, THAT THIS LEGISLATION PROTECTS

THE PRIVACY ,F BOTH LIBRARY AND VIDEO USERS. WHEN THEY ENTER A

LIBRARY, AMERICAN CITIZENS SHOULD NOT HAVE TO WORRY THAT A

GOVERNMENT I-ENT, OR A REPORTER, OR ANYONE ELSE, WILL SE ABLE TO

FIND OUT WHAT THEY ARE READING. PEOPLE MUST NOT BE DETERRED FROM

JADING BY FEARS OF GOVERNMENTAL OR PRIVATE "SNOOPS." THESE

PRINCIPLES APPLY AS MUCH TO CUSTOMERS OF VIDEO STORES AS TO

28
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PATRONS OF LIBRARIES.

UNLESS THE CONGRESS PROVIDES FOR A STRONG NATIONAL

STANDARD, THESE ABUSES WILL CONTINUE TO BE UNREGULATED. WE MUST

NOT ALUM THAT TO HAPPEN. I AN PLEASED THAT BOTH HOUSES OF

CONGRESS ARE MOVING JOINTLY AND IN A BIPARTISAN MANNER TOWARD

PASSAGE OF THIS LEGISLATION. WE EXPECT TO MOVE IT EXPEDITIOUSLY,

AND WE EXPECT THAT IT WILL MOINE LAW BY THE END OF THE 100TH

CONGRESS. SOLE NAY SAY THAT THE INCREASING INVASION OF OUR

CITIZENS' PRIVACY MAY BE UNSTOPPABLE AND INEVITABLE, BUT SO WILL

BE THE EFFORTS OF THIS SUBCOOMMTTEE, AND I BELIEVE THE CONGRESS

AS A WHOLE, TO CURB THAT INVASION.

29.
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Mr. KAsTiormEtza. I would like to now yield to the gentleman
from California, Mr. Moorhead.

Mr. MOORHEAD. Well, thank you, Mr. Chairman.
The legislation before us today, is H.R. 2316 and H.R. 4947 stems

from the incident last summer when a newspaper reporter found
out from a video store what video films Judge Bork rented and
published a story about his preferences.

The immediate reaction to the Bork episode was a strong biparti-
san response. Both the Democrats and Republicans deciding upon
Judge Bork's judgeship became outraged and called for legislation.
This bill is the result with Senators Leahy and Simon joined by
Senator Grass ley, sponsoring on the Senate side, Chairman Kasten-
meier and our colleague, Mr. McCandless, sponsoring on the House
side.

Mr. Leahy and Chairman Kastenmeier are to be commended for
their long-standing commitment to privacy interests. By the same
token I would like to commend our colleague, Mr. McCandless for
his initiative on this legislation.

The legislation before us today covers libraries and direct marke-
teers as well as retail stores. The legislation does two basic things:
It restricts what a library can say to anyone, including law enforce-
ment personnel, about a library patron. This covers all library ma-
terial and not just video. The Government has to fulfill a detailed
subpoena requirement before it can get access to library records.
On this part of the bill, I think it is important that we obtain the
views of the law enforcement community.

The bill restricts video sellers through retail stores and through
the mail This approach goes far beyond fixing the Bork problem
and attempts to regulate the mail industry.

The video store owners tend to support this legislation. The
direct marketeers oppose its coverage of direct marketing. Their
posi.;on is that they have complied with the privacy requirements
for many years and there is no record to support legislative action
against them. Having said that, I look forward to the testimony of
all the witnesses today and I think it will be a very interesting
hearing.

[The statement of Mr. Moorhead follows:]
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STATEMENT OF THE HONORABLE CARLOS J. MOORHEAD

ON H.R. 4947

VIDEO AND LIBRARY PRIVACY PROTECTION ACT OF 1988"

AUGUST 3, 1988

The legislation before us today, S.2361 and H.R.4947, stems

from the incident last summer when a newspaper reporter found out

from a video store what video films Judge Bork had rented and

published a story about his preferences.

The immediate reaction to the Bork episode was a strong

bipartisan response. Both the Democrats and the Republicans

deciding upon Judge Bork's judgeship became outraged and called

for legislation. This bill is the result with Senators Leahy and

Simon joined by Senator Grassley sponsoring on the Senate side

and Chairman Kastenmeier and our colleague Mr. McCandless

sponsoring on the House side. Senator Leahy and Chairman

Kastenmeier are to be commended for their longstanding commitment

to privacy interests. By the same token, I would like to commend

our colleague Mr. McCandless for his initiative on this issue.

This legislation before us today covers libraries and direct

marketers as well as retail stores. This legislation does two

basic things:
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2

1. It restricts what a library can say to anyone including

law enforcement personnel about a library patron. This covers

all library material and not just video. The government has to

fulfill a detailed subpoena requirement before it can get access

to library records. On this part of the bill I think it is

important that we obtain the views of the law enforcement

community.

2. The bill restricts video sellers both through retail

stores and through the mail. This approach goes far tcycn:

fixing the Bork problem and attempts to regulate the mail

industry.

The video store owners tend to support this legislation.

The direct marketers oppose its coverage of direct marketing.

Their position is that they have complied with privacy

requirements for many years and there is no record to support

legislative action against them. While I agree that the

legislation is well intended, I think it is important that we

proceed carefully to insure that we do not end up legislating in

an area where in fact there are no problems.

32
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Mr. KAsTENMEIER. I thank the gentleman from California. I am
very pleased to call as our first witness today our colleague, Al
McCandless. It was Congressman McCandless who introduced the
first legislation in either body to protect the privacy of video store
users.

I am pleased we were able to join together to cosponsor H.R.
4947. Congressman McCandless, you are a strong supporter of the
privacy rights this bill provides, and we are looking forward to
hearing your remarks.

TESTIMONY OF THE HONORABLE ALFRED A. (AL) McCANDLESS,
A REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA
Mr. MCCANDLESS. Thank you, Mr. Chairman.
Members of the Committee, I appreciate the opportunity to

appear before you today. In particular, I want to thank you, Chair-
man Kastenmeier, for your commitment to individual privacy. In-
cluding library services in the legislation was your initiative on the
House side, and I believe this makes for a better bill.

At the heart of this legislation is the notion that all citizens have
a right to privacythe right to be left alonefrom their Govern-
ment and from their neighbor.

A glance at the list of Members of Congress sponsoring this legis-
lation indicates that this notion transcends party lines and political
philosophy.

There's a gut feeling that people ought to be able to read books
and watch films without the whole world knowing. Books and films
are the intellectual vitamins that fuel the growth of individual
thought. The whole process of intellectual growth is one of priva-
cyof quiet, and reflection. This intimate process should be pro-
tected from the disruptive intrusion of a roving public eye.

What we're trying to protect with this legislation are usage
records of content-based materialsbooks, records, videos, and the
like.

Under our Constitution, content-based materials receive special
protection. Only in the most extreme circumstances can the Gov-
ernment prohibit their distribution. Yet to the extent that receiv-
ers of the information are threatened with a loss of anonymity, the
Constitutional right to distribute materials is licensed. The legisla-
tion you are considering, therefore, compliments the First Amend-
ment.

Finally, there is a., element of common decency in this legisla-
tion. It is really nobody else's business what people read, watch, or
listen to.

We all felt a sense of outrage when Judge Bork's video list was
revealed in print. His privacy was invaded. But what the incident
also demonstrated was the tremendous storage and retrieval capa-
bilities of even the smallest of today's businesses.

Currently, only a chain-link fence protects the privacy of con-
sumers of content-based materials. That chain-link fence is the
policy and discretion of an individual merchant or librarian. I ask
the committees to build a brick walla Federal privacy right
around the individual: Pass H.R. 4947 and S. 2361.

3
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Thank you for this opportunity to share my thoughts on the sub-
ject, and I would be happy to answer any questions you might
have.

[The statement of Mr. McCandless follows:]

STATEMENT OF THE HONORABLE AL McCANDLESS

BEFORE A JOINT HEARING OF THE HOUSE SUBCOMMITTEE ON

COURTS, CIVIL LIBERTIES, AND THE ADMINISTRATION OF JUSTICE

AND THE SENATE SUBCOMMITTEE ON TECHNOLOGY AND THE LAW

CONSIDERING THE "VIDEO AND LIBRARY PRIVACY PROTECTION ACT OF 1988,"

H.R. 4947 AND S. 2361

AUGUST 3, 1988
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CHAIRMAN KASTENMEIER, CHAIRMAN LEAHY, COMMITTEE MEMBERS:

I APPRECIATE THE OPPORTUNITY TO APPEAR BEFORE YOU TODAY. IN

PARTICULAR, I WANT TO THANK YOU, CHAIRMAN KASTENMEIER, FOR YOUR

COMMITMENT TO INDIVIDUAL PRIVACY, INCLUDING LIBRARY SERVICES IN THE

LEGISLATION WAS YOUR INITIATIVE ON THE MOOSE SIDE, AND I BELIEVE THIS

MAKES FOR A BETTER BILL.

AT THE HEART OF THIS LEGISLATION IS THE NOTION THAT ALL CITIZENS HAVE

A RIGHT TO PRIVACY - -THE RIGHT TO BE LEFT ALONE--FROM THEIR GOVERNMENT

ANO FROM THEIR NEIGHBOR,

A GLANCE AT THE LIST OF MEMBERS OF CONGRESS SPONSORING THIS

LEGISLATION INDICATES THAT THIS NOTION TRANSCENDS PARTY LINES AND

POLITICAL PHIL030PHY.

THERE'S A GUT FEELING THAT PEOPLE OUGHT TO BE ABLE TO READ BOOKS AND

WATCH FILMS WITHOUT THE WHOLE WORLD KNOWING. BOOKS AND FILMS ARE THE

INTELLECTUAL VITAMINS THAT FUEL THE GROWTH OF INDIVIDUAL THOUGHT.

THE WHOLE PROCESS OF INTELLECTUAL GROWTH IS ONE OF PRIVACY--OF QUIET,

AND REFLECTION, THIS INTIMATE PROCESS SHOULD BE PROTECTED FROM THE

DISRUPTIVE INTRUSION OF A ROVING PUBLIC EYR.

WHAT WE'RE TRYING TO PROTECT WITH THIS LEGISLATION ARE USAGE RECORDS
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OF CONTENT -BASED MATERIALS -- BOOKS, RECORDS, VIDEOS/ AND THE LIKE.

UNDER OUR CONSTITUTION, CONTENT -BASED MATERIALS RECEIVE SPECIAL

PROTECTION. ONLY IN THE MOST EXTREME CIRCUMSTANCES CAN THE

GOVERNMENT PROHIBIT THEIR DISTRIBUTION. YET TO THE EXTENT THAT

RECEIVERS OF THE INFORMATION ARE THREATENED WITH A LOSS OF ANONYMITY,

THE CONSTITUTIONAL RIGHT TO DISTRIBUTE he.:ERIALS IS LESSENED. THE

LEGISLATION YOU ARE CONSIDERING/ THEREFORE/ COMPLIMENTS THE FIRST

AMENDMENT.

FINALLY, THERE IS AN ELEMENT OF COMMON DECENCY IN THIS LEGISLATION.

IT'S REALLY NOBODY ELSE'S BUSINESS WHAT PEOPLE READ, WATCH, OR LISTEN

TO.

WE ALL FELT A SENSE OF OUTRAGE WHEN JUDGE BORK'S VIDEO LIST WAS

REVEALED IN PRINT. HIS PRIVACY WAS INVADED. BUT WHAT THE INCIDENT

ALSO DEMONSTRATED WAS THE TREMENDOUS STORAGE AND RETRIEVAL

CAPABILITIES OF EVEN THE SMALLEST OF TODAY'S BUSINESSES.

CURRENTLY/ ONLY A CHAIN -LINK FENCE PROTECTS THE PRIVACY OF CONSUMERS

OF CONTENT -BASED MATERIALS. THAT CHAIN -LINK FENCE IS THE POLICY AND

DISCRETION OF AN INDIVIDUAL MERCHANT OR LIBRARIAN. I ASK THE

COMMITTEES TO BUILD A BRICK WALL - -A FEDERAL PRIVACY RIGHT -- AROUND THE

INDIVIDUAL: PASS H.R. 4947 AND S. 2361.

THANK YOU FOR THIS OPPORTUNITY TO SHARE MY THOUGHTS ON THE SUBJECT,

AND I WCULD BE HAPPY TO ANSWER ANY QUESTIONS YOU MIGHT HAVE.
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Mr. KAsTENMEIER. Thank you, Cong,essman McCandless.
I would like to yield to the Senator from Vermont.
Mr. LEAHY. Thank :;ou.
Al, you mentioned the bipartisan support for this, and I agree

with you. Democrats and Republicans may differ on a lot of issues,
but we tend to agree when it comes to protecting privacy.

You mentioned what happened to Judge Bork. We all agree that
that went beyond the pale.

I well remember when Senator Al Simpson came before the com-
mittee during the Bork hearings and announced what happened.
That committee, as you know, was split between those supporting
Judge Bork and those opposed to him. But it was unanimousthe
feeling across the committee of outragewhen we learned of the
disclosure.

Everybody said this just went beyond anything that should be
done. I assume you share my view that that was kind of a low
point in the protection of privacy for public officials.

Mr. MCCANDLESS. Yes, Senator, I certainly do.
Mr. LEAHY. no you also share my view, though, that this law

goes beyond just a protection for the privacy of public officials, that
it affects us all?

Mr. MCCANDLESS. Beg your pardon?
Mr. LEAHY. Do you feel this bill is not just for public officials?
Mr. MCCANDLESS. No, sir. It is a cross section of the total popula-

tion. Obviously, in my comments, I pointed out that privacy is the
right of every individual irrespective of their occupation or status
in life.

Mr. LEAHY. Well, I compliment you for your support and work in
this. You certainly have a well-deserved reputation for your own
strong feelings. I compliment you for it.

Mr. Chairman, I have no other questions.
Mr. KASTENMEIER. The gentleman from California.
Mr. MoorHEAD. I want to congratulate you for your work on this

legislation. This is one question that has come to me from the
direct marketing people. Did you mean this bill to go beyond retail
establishments and cover their direct marketing activities?

Mr. MCCANDLESS. Yes. The bill would involve any distribution, be
that retail, store-front, mail order. I realize there is some objection
in that area of mail order or indirect distribution.

Mr. MOORHEAD. I don't know this to be true because I haven't
talked to them in detail about it, but obviously from the stack of
the solicitations we get, catalogs and so forth, I think the lists of
people that buy from one mail order house are sold to every other
one, and it is a general part of the business.

I just wondered whether the transmittal of those names would
now be against the law if this is passed?

Mr. MCCANDLESS. Yes, it would be. Only the names, if the inui-
vidual were not to check what we call the negative aspect of the
record, then the name of the individual and the address only could
be made available.

Mr. MOORHEAD. Do you know if there has been any showing of
any violation or privacy by the mail order houses?

Mr. MCCANDLESS. Well, we are--
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Mr. MOORHEAD. In telling what kind of materials people arebuying?
Mr. MeCArtnisss. Mr. Moorhead, I am not privileged to that in-

formation relative to existing mail houses. As they merchandise
the various commodities, there is no, in my experience, however, is
that there is no restriction as to the selling of mailing lists or
names on mailing lists according to subject matter, which I think isthe basic root of what it was you were referring to earlier about
receiving a lot of mail.

Because of your name and your position and what you may or
may not have done in the field of merchandising and purchases, be-
comes an important thing to somebody else and when they consider
you a customer. Therefore your name has a value to it.

Mr. MOORHEAD. It works similar if you give $10 to some organiza-
tion, it seems like every other one solicits you for their consider-
ation. I think the male order business runs a whole lot the sameway. If you buy

Mr. MCCANDLESS. I would hasten to add that we have to distin-
guish here between content material and what it is that we are
talking about here in the way of a purchase.

Mr. MOORHEAD. I certainly agree with you totally. This is an out-
rageous kind of thing to have materials that we are buying and
subscribing to, such as books and videos made public.

Mr. KASTENMEIER. Would my colleague yield?
Mr. MOORHEAD. Yes.
Mr. KASTENMEIER. The bill, as we fashioned it, really has a nega-

tive checkoff; that is to say, it assumes you can disclose the name
and address of all persons, unless that person elects to say no. Now,
that would probably not be very many people. So, therefore, for the
most part names and addresses would be available, would presum-
ably become part of these lists, and what we are talking about is
something beyond that.

Mr. MCCANDLESS. Right.
Mr. KASTENMEIER. That is to say, a person would have to consent

to theto a release of such information as the precise titles of
movies taken out of a video store. So there is a, I think, a protec-
tion, which contemplates generally a wide release of names and ad-
dresses through the negative checkoff.

Mr. MCCANDLESS. I might compliment the chairman because at
one point in the history of this bill, we had that available without
the negative checkoff, and it was the chairman who in his infinite
wisdom looked at that through his judicial eye and modified it,
which I think made the bill better.

Mr. KASTENMEIER. I'm sorry.
Mr. MOORHEAD. Thank you.
That is all the questioning t had.
Thank you for coming.
Mr. KASTENMEIER. The gentleman from California, Mr. Berman.
Mr. BERMAN. No questions.
Mr. KASTENMEIER. The gentleman from Ohio, Mr. DeWine.
Mr. DEWINE. No questions, Mr. Chairman.
Mr. KASTENMEIER. Gentleman from Maryland.
Mr. CARDIN. No questions.
Mr. KASTENMEIER. Gentleman from Virginia, Mr. Slaughter.
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Mr. SLAUGHTER. No questions, Mr. Chairman.
Mr. KASTENMEIER. You get off easy, my colleague. If there are no

further questions, we thank you, not only for your appearance here
today, but for your leadership and we will try to work together to
see if we can't bring this legislation to fruition.

I appreciate your appearance this morning.
Mr. McCArmEss. Thank you, Mr. Chairman.
Mr. KASTENMEIER. Next the Chair would like to call as a panel

Ms. Judith Krug, Director of the Office of Intellectual Freedom of
the American Library Association; Janlori Goldman, Staff Attor-
ney for Project of Privacy and Technology, American Civil Liber-
ties Union; Vans Stevenson, Director of Public Relations for Erol's;
and Richard Barton, Senior Vice President, Direct Marketing Asso-
ciation.

Ladies and gentlemen, you are most welcome. We have a vote on
the House Floor. Ironically what happened is the Senate also has a
vote at this very moment. So I think with the witnesses' agree-
ment, before we go into the testimony of the four witnesses and
they have differing testimony, but nonetheless touching on differ-
ent aspects, but nonetheless I think it would be good to hear them
in tandem as a group.

Before we do that, we will recess for 10 minutes, pending answer-
ing the vote on the House Floor and perhaps by then, also Senator
Leahy might be able to return from his vote in the Senate.

Accordingly, the committee stands in recess for 10 minutes.
[Recess.]
Mr. KASTENMEIER. The committee will come to order.
As the committee reconvenes after its recess for a vote, actually

a vote of both the House and the Senate, and before we get to our
four witnesses who have been introduced, our panel, I would like to
greet, it is a great honor to greet our former colleague, the distin-
guished Senator from Illinois, Mr. Paul Simon, and I would like to
call on Senator Simon, if he would for an opening statement.

Mr. SIMON. I thank you very, very much, Mr. Chairman. Let me
commend you for having this hearing.

I think one of the things that we, in the House and Senate have
constantly been reiLinding ourselves is that one of the most funda-
mental things we ought to be doing is protecting basic freedoms,
and protecting basic freedoms means the freedom that people have
to have access to information without fear of what may happen to
them as a result of requiring or requesting information.

I am old enough and if you will forgive me, Mr. Chairman, you
are old enough along with me and these young people like Howard
Berman around here don't remember this, but we lived through
the McCarthy period.

Mr. BERMAN. I can remember that.
Mr. SIMON. You can remember that? You are older than I

thought, Howard, but I remember being stationed at Fort Holobird
in the old Counter Intelligence Corps and we went through these
classes where people said Frederick March contributed to Yugo-
slavians' children's relief, and therefore he is suspect and all of
this.

I wrote a letter to the St. Lewis Post Dispatch suggesting that an
investigation of this whole thing ought to be taking place, that
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somethink. was happening that was very, very fundamentally
wrong. And I got a letter back from him in a vt.y friendly tone
saying it is not safe for you to write that kind of a letter. You
know, we forget how easily our basic freedoms can be circum-
scribed, and what we ought to be doing here is to maintain cur
be ..c freedoms, and I think that is what this hearing is all about,
and I commend you, Mr. Chairman, for holding the hearing.

Mr. KASTENSUGER. The committee thanks our former colleague
for his poignant remarks and his memory of history.

We will proceed with the panel as has been introduced consisting
of Ms. Krug, Ms. Goldman, Mr. dtevenson and Mr. Barton. We will
start with Ms. Judith Krug, who is director of the Office of Intellec-
tual Freedom for the American Library Association.

TESTIMONY OF JUDITH F. KRUG, OFFICE FOR INTELLECTUAL
FREEDOM, AMERICAN LIBRARY ASSOCIATION; JANLORI GOLD-
MAN, ESQ., STAFF ATTORNEY, PROJECT ON PRIVACY AND
TECHNOLOGY, AMERICAN CIVIL LIBERTIES UNION; VANS STE-
VENSON, DIRECTOR OF PUBLIC RELATIONS, EROL'S, INC., ON
BEHALF OF THE VIDEO SOFTWARE DEALERS ASSOCIATION;
AND RICHARD A. BARTON, SENIOR VICE PRESIDENT, DIRECT
MARKETING ASSOCIATION

Ms. KRUG. Thank you, Mr. Chairman.
Ladies and gentlemen, my name is Judith Krug. I am the Direc-

tor of the American Library Association's Office for Intellectual
Freedom.

The American Library Association is the oldest and largest na-
tional library association in the world. It is 112 years old, having
been established in 1876. ALA speaks not only for our 45,000 -
member librarians, libraries, trustees and other interested citizens
throughout the country, but we also speak to a large extent for li-
brarianship throughout the world.

One of the most important aspects of the American Library Asso-
ciation is its intellectual freedom program. As a part of that pro-
gram, we do take interest in and are concerned about the right of
our citizens, the right of everyone in this country to read what
they will, without fear of reprisal or without fear of being moni-
tored in their reading.

The question of whe.:her or not library records, those records
which identify the use that individuals make of library materials
and services, are confidential, is not a new question for the ALA
In fact, we have had a policy on confidentiality since 1970, and this
policy basically has two parts: first, that library circulation records,
m fact all library records, which identify individuals with specific
library materia'3 and services, are private and confidential in
nature and second, that such records should not be made available
to any party, except pursuant to a court order issued by a judicial
authority upon a showing of good cause.

The basis of this policy can be simply stated and I would like to
quote Senator Leahy and probably paraphrase Mr. Kastenmeier
and Mr. McCandless when they said it is nobody's business what
you read, but your own. That is precisely the basis of the ALA con-
fidentiality policy.
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This belief of librarians in this country has been codified in our
code of ethics. In fact, one of the Code's six articles is devoted spe-
cifically and solely to privacy and confidentiality of a patron's use
of libraries. In addition, 38 States and the District of Columbia
have passed statutes which protect the confidentiality of library
use records. These laws, however, are not uniform in their coverage
of either kinds of libraries or kind of services, and as a result, they
do not mitigate the need for a Federal statute in this regard.

It is important to note, however, that not only the ALA policy,
but also the statutes in all the 38 States and DC, do provide mecha-
nisms for compliance with court orders issued by a competent judi-
cial authority. In other words, librarians are not trying to be ob-
structionists.

We do seek to protect the first amendment rights of patrons and
to safeguard their privacy, but we are not trying to be a road block.
We are trying to preclude what we call fishing expeditions. To ex-
plain what these might entail, I would like to give you some exam-
ples of the kinds of "fishirg expeditions" that my colleagues have
been faced with in the past few years.

There was an incident in Virginia where a husband requested
circulation records of his wife to prow!, in their divorce trial, that
she had been "exploring avenues of eivorce before the papers were
served."

There was an incident in Albany, New York, where a newborn
infant was found abandoned in an alley by a local college student.
She took the infant immediately to the proper authorities, but, nev-
ertheless, the police investigating the abandonment went to her
college librarian and asked to see the records of the books she
checked out. They wanted to be certain she had not checked out
books on infant care.

Just this past May in Baton Rouge, Louisiana, a parish sheriffs
office ordered the parish library director to turn over a list of
people who checked out books on the occult during the past year.
The sheriffs office wanted this information because, and I quote,
"a lot of times Satanic beliefs are connected with narcotics.' Had
there been any satanic cults in the parish? No. The sheriff said
there hadn't been. He merely wanted the names, addresses and cir-
culation records of library users, "to weed out the curious from the
serious followers of Satan." How this was to be accomplished
through library records remains a mystery to me and to my col-
leagues.

In a small Delaware community just a few weeks ago, the re-
quest was rather more threatening. The director of a public library
received a call from an IRS agent. The director was informed that
the FBI was going to subpoena borrower records. He refused to tell
the librarian why these records were going to be subpoenaed.
When the librarian explained to him the position of the library
profession on confidentiality, and the fact that Delaware does have
a confidentiality statute, the agent responded, "That is your prob-
lem. We will just seize the min -film."

On the other side of the issue, I have a recent example from the
Brooklyn Public Library, from a patron who telephoned the library
seeking information on the recently concluded Soviet Communist
Party Congress in Moscow. She was told that while the complete
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proceedings had not yet been published, information on the Con-
gress could be found in the New York Times, available in the li-
brary's periodicals division. The woman responded, "But if I come
in and ask to see that material, am I going to be reported?"

I consider this to be a serious chilling effect on the use of librar-
ies in this country. Libraries, of course, are the only publicly avail-
able resource for ideas and information covering all the problems
and issues that face us. It is our belief that use of this facility, this
wonderful national resource, should be private and confidential
and should be nobody's business but your own.

I thank you very much.
Mr. KAgrENMEIER. We thank you for your statement, Ms. Krug.
[The prepared statement of Ms. Krug follows:]
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Summary of Testimony Presented on Behalf of the
American Library Association

The role of libraries in this country is to provide unmonitored access to the

broadest possible diversity of ideas and information. All persons in this

country have a First Amendment right to seek and to use all publicly-available

Information and all have a right to privacy in doing so. These two rights are

inseparable and form the essence of intellectual freedom, one of the guiding

principles of the library profession in this country.

The question of whether or not library use records are confidential is not new.

It is a question with which the ALA and its more than 45.000 member librarians.

library trustees. and libraries have been concerned for many years.

Since 1970 the ALA has had a policy (a) that library circulation records are

confidential in nature: and (b) should not be made available to any party except

pursuant to a court order issued by a Judicial authority upon a showing of good

Cause.

The basis of this policy may be simply stated: ALA believes that the reading

interests of library patrons are and should be private and that any attempt to

invade such privacy without a showing of a direct and legitimate need constitutes

an unconscionable and unconstitutional invasion of the right of privacy of

library patrons and the "right to read" implicitly guaranteed by the First

Amendment.

This belief has been codified in the ALA's Code of Ethics. Article II of which

reads:

Librarians must protect each user's right to privacy with respect to

information sought or received, and materials consulted. borrc../ed. or

acquired.

In additior thirty-eight states and the District of Columbia currently protect

the confidentiality of library use records. These laws, however, are not uniform

in their coverage of either kinds of libraries or services As a result, they do

not mitigate the need for a federal statute in this regard.

It is important to note that ALA's Policy, the laws of the various states and the

District of Columbia. and the proposed legislation do provide mechanisms for

compliance with court orders issued by a competent Judicial authority after a

showing of good cause. We do not seek to obstruct legitimate law enforcement

investigations. We do seek to protect the First Amendment rights of patrons and

to safeguard tneir privacy. The recurring use of libraries as investigative

sites of first resort, what we call "fishing expeditions." is an unwarranted

infringement of patrons' rights to unmonitored access to library materials and

services. We recognize that while competAog social values must on occasion be

balanced. freedom of speech and the right to privacy should be comprorised only

by a compelling need, such need to be determined by a court of competent

Jurisdiction.

The ALA urges your strong support of this much-needed privacy legislation.

Thank You

4 rr



38

Statement of

Judith F. Krug
Director, Office for Intellectual Freedom

American Library Association
and

C. James Schmidt
Executive Vice President, Research Libraries Group, Inc.

before the Joint Rearing of the.
Subcommittee on Technology and the Law

of the
Senate Judiciary Committee

and the
Subcommittee on Courts, Civil Liberties, and the

Administration of Justice
of the

Rouse Committee on the Judiciary

on the
Video and Library Privacy Protection Act of 19418

August 3. 1988

This testimony, supporting the adoption of the Video and

Library Privacy Protection Act of 1988, is presented on behalf of

the American Library Association (ALA) by Judith F. Krug.

director of the ALA Office for Intellectual Freedom and C. James

Schmidt, chair of the Association's Intellectual Freedoa

Committee.

AMERICAN LIBRARY ASSOCIATION

The American Library Association, founded In 1876, is the

oldest and largest national library association in the world.

Its concerns span all types of libraries: state, public, school

and academic libraries, as well as libraries serving persons in

government, commerce and industry, the arts, the armed services,

hospitals, prisons, and other institutions. With a aeabership of

more than 45,000 libraries, librarians, librztry trustees, and



2

*other interested persons from every state and many countries of

the world, the Association is the chief spokesman for the people

of the United States in their search for the highest Quality of

library and information services. The Association works closely

with more than 70 other library associations in the United

States, Canada, and other countries, as well as with many other

organizations concerned with education, research, cultural

development, recreation, and public service. ALA is governed by

its Council, comprised of 172 members.

The Intellectual Freedom Committee was established in 1940

by the Council. The Committee's statement of responsibility

reads, in part, "To recommend such steps as may be necessary to

safeguard the rights of library users, libraries, and librarians,

in accordance with the First Amendment to the U.S. Constitution

and the LIBRARY BILL OF RIGHTS (copy attached) as adopted by the

ALA Council.

THE ROLE OF LIBRARIES ABU LIBRARIANS IN A DEMOCRATIC SOCIETY

Ours is a constitutional republic - a government of the

people, by the people, and for the people. But in order for this

form of government to function effectluely, its electorate aust

be able to inform itself - the electorate must have information

available aad accessible. The role of libraries as impartial

resources providing information on all points of view is

essential for our type of government and society. and must not

be compromised.
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Libraries are perhaps the greatest resource a free people

can claim. They most definitely are the only places in our

society where every person can find materials representing all

Pointe of view concerning the problems and issues confronting

them as individuals and as a society. In addition, libraries

make these materials available and accessible to anyone who

desires or requires them, regardless of age, race, religion,

national origins, social or political views, economic status, or

any other characteri'tic.

PRINCIPLES OF THE LIBRARY PROFESSION

One of the g- ling principles of the library profession in

this country is intellectual freedom. To librarians, this

conzept involves two inseparable rights. The first is the First

Amendment right to seek and obtain access to all publicly-

available ideas and information. The second is the right to have

what one has sought and what one has used kept private. The

right to information cannot help but be Inhibited if personal

reading or research Interests can and will become known to others

without one's own consen..

It was, in fact, not all that lonr ago that, for example,

responsible U.S. scholars working in the areas of Eastern

European history, economics, and political science were publicly

branded as "communists" because it became known that they read

extensively from communist bloc publications, notwithstanding the

fact that such publications constitute the primary source of

information on such subjects.
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Even today, there are people in every community who believe

that a person's interest in a subject must reflect not merely

his intellectual interests, but his charicter and attitudes.

Thus, in the view of some people, a person who reads the

"underground press" is branded as a radical; a person who reads

atheistic trac' is marked an atheist: a person who reads

sexually oriented literature is identified as a libertine; a

person who reads works on apartheid is characterized as a racist:

a person who reads gay literature is homosexual; and one who

reads about the occult and satanism is "into" witchcraft. Such

characteristics are not justified or warranted by such literary

pursuits but if charged, they can be personally and

prc.fessionally damaging.

The American Library Association has had a "policy on

Confidentiality of Library Records" (copy attached) since 1970.

This formal policy was adopted at that time in response to

attempts by U.G. Treasury agents to examine circulation records

in a number of cities. Since 1970,, thirty-eight states and the

District of Columbia have enacted "Confidentiality of Library

Records" statutes (list attached).

In 1981, the Association adopted a "Statement on

Professional Ethics (copy attached) including a Code of Ethics.

Article II of this Code reads:

Librarians must protect each user's right to privacy with

respect to information sought or received, and materials

consulted, borrowed, or acquired.

4 My



42

5

The basis of both the Policy on Confidentiality of Library

Records and Article II in the Code of Ethics may be simply

stated: ALA believes that the reading interests of library

patrons are and should be private and that any attempt to invade

such privacy without a showing of direct and legitimate hoed

constitutes an unconscionable and unconstitutional invasion of

the right of privacy of library patrons and the "right to road"

implicitly guaranteed by the First Amendment.

Perhaps some examples of the kinds of requests that

librarians constantly receive will explicate our concern.

In 1976, in New Mexico, police asked for circulation

information on certain books to investigate a "Chicano guerilla

movement" supposedly operating in the town.

A divorced father in Illinois wanted access, in 1978, to

the public library story hour registration records to maks sure

that his child was using his name and not that of the mother's

current husband.

Also in 1978, religious groups in Florida requested the

names of persons who had read certain books. The purpose was to

contact such readers and urge them to join a religious

orgarization.

In 1979. , New York detectives asked for circulation records

of a list of books on lie detectors because they suspected

"somebody wee trying to beat a lie detector test."

s That same year in Virginia, n husband requested

circulation records of his wife to prove in their divorce trial
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that she had been "exploring avenues of divorce" before he filed

the papers.

In 1980, a hospital staff member in'Illinois ordered

sexually explicit films for use in therapy classes. The films

were placed in the hospital library and the librarian was then

requested - by another staff member - to provide his with the

names of persons who had borrowed the films.

In 1980, a local college student in Albany, New York,

found a newborn infant abandoned in an alley. She took the

infant immeeiatel, to proper authorities. Nevertheless, police

investigating the abandonment went to her college librarian and

askeu to see the records of the books she had checked out. They

wantti to ascertain if she had checked out books on infant care.

In 1981, the Moral Majority in Washington State, demanded

the Washington State Library release the names "of public schools

and public school employees" who borrowed a 21-ainute movie

entitled ACHIEVING SEXUAL MATURITY.

In 1985, law enforcement officials in,Crawfordsville,

Indiana, demanded public library circulation records on the

grounds that these records were needed for research into

"satanism."

In Baton Rouge, Louisiana, in March of this year, the

Rapides Parish Sheriff's Office ordered the parish library

director to turn over a list of people who had checked out books

on the occult in the last year. The sheriff's office wanted this

information because,, "a lot of times" satanic beliefs are
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"connected with narcotics." Had there been any satanic cults in

the parish? No, th sheriff "merely" wanted the names,

addresses and circulation records of library users "to weed out

the curious from the serious followers of seta:Ilea." How this

was to be accomplished through library records remains a mystery.

In a small Delawsre library, the request was rather more

threatening. In May of this year the director of a public

library received a call from an Internal Revenue Service agent.

The director was informed that the "IRS is going to subpoena the

library's borrower records." The agent would not say why. When

the director stated the profession's stance on the

confidentiality of library records, the agent responded, "That's

your problem--we will just seize your microfilm."

And just last Thursday, ALA was informed (by n journalist,

no less) that the police department of Whitestown, New York, had

asked for the records of library patrons who checked out

materials on satanism and the occult during the last four years,

In some or the states where these incidents occurred, there

were statutes protecting the confidentiality of library use

records. In others, there were not. Occasionally, these and

other incidents led to the adoption of such statues.

It is important to note that ALA's Policy, and the laws of

the various states and the District of Columbia,, do provide

mechanisms for compliance with court orders issued by a competent

judicial authority after a showing of good cause. We do not seek

to obstruct legitimate law enforcement investigations. We do

50
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seek to protect the First Amendment rights of patrons and to

safeguard their privacy. The recurring use of libraries as

investigative sites of first resort, what Os call "fishing

expeditions," is an unwarranted infringement of patrons' rights

to unmonitored 'Access to library materials and services. We

recognize that while competing social values must on occasion be

balanced, freedom of speech and the right to privacy should be

compromised only by a compelling need, such need to be determined

by a court of competent jurisdiction.

VARIATIONS IN SCOPE AND COVERAGE OF EXISTING STATE LAWS

Many of the statutes enacted by the thirty -sight states and

District of Columbia which protect the privacy of library

records did not adequately anticipate the ways technology has

changed the character of library use. Thus, many of these

statutes apply to only one or two kinds of libraries, i.e.,

public, school, and/or academic. In aou.stion, many of the

statutes refer only to matez-als "checked out" of libraries.

Increasingly, however, library patrons use online databases.

Moreover, none of these statues protect privacy rights of the

information in multi-library, not to mention multi-state,

networks, many of which share not only cataloging but also

circulation information, for example, in the case of interlibrary

loans. While many people continue to think of libraries as the

small local facility where one checks out the latest best seller,

widespread computerization has radically changed the face of

libraries across this country.
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Some of the state laws apply only to public libraries, not

to school libraries. Some apply only to those libraries

receiving state funds. This legislation would both extend the

uneven coverage of the privacy protection now afforded to library

patrons and would extend the scope of library use that is

protected.

It is of critical Importance that the right to free and

unmonitored access to the widest possible diversity of publicly-

available ideas and information not only be protected but also

expanded.

BALANCINa COMPETING INTERESTS

Any legislation considered by Congress of necessity

must accommodate diverse interests. Among these potentially

affected by H.R. 4947 and S. 2361, two are prominent - the direct

mail organizations and law enforcement agencies. The first have

little, if any, relationship to ?lbraries and thus we make no

comment about these inte-eats.

Concerns which may be expressed by law enforcement agencies

seem to ALA to be without basis. H.R. 4947 and S. 2361 would

impose no more of a burden than is now the case for subpoenas and

warrants. Given the evidence that law enforcement agents ha* ) in

the past attempted to secure personally identifiable information

from librarieE withcut court orders, the protection afforded by

this bill is necessary.
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In closing, we quote from Senator Sam J. Irvin. Jr.. who, in

1970, wrote: ". . . Throughout history, official surveillance of

the reading habits of citizens has beam alitmus test of

tyranny." Given the importance of privacy to the effectiveness

of libraries in our democratic society, this legislation is

desirable and the American Library Association urges that it

become the law If the land (see attached resolution).

"Letter "o Secretary of the Treasury David M. Kennedy. dated July

9, 1970.
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Et brag Bill of Eiglgo

The American Librafy Association affirms that all libraries are forums for
information and ideas, and that the following basic policies should guide
their services.

1. Books and other library resources should be provided for the interest.
information, and enlightenment of all people of the community the 'hairy
serves. Materials should not be excluded because of the origin, background,
or views of those contributing to their creation.

2. Libraries should provide materials and Information presenting an
points of view on current and historical issues. Materials should not be pro-
scribed or removed because of partisan or doctrinal disapproval.

3. Libraries shorld char, ante censorship in the fulfillment of their re-
sponsibility to provide information and enlightenment.

4. Libraries should cooperate with all persons and poops concerned
with resisting abridgment -'f free expression and free access to ideas.

5. A person's right to use a library shcild not be denied or abridged
because of origin, age, background, or views.

8. Libraries which make exhibit spaces and meeting rooms available to
the public they serve should make such facilities available on an equitable
basis, regardless of the beliefs or affiliations of individuals or groups request-
ing their use.

Adopted June 18.1948.
Amended February 2.19o.. June 27.1967. and January 23.1980,

by the ALA Council.
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POLICY ON commestatlY Of LaltARY RECORDS*

The Council of the American Library Association strongly recommends rhat

the responsible officers of each library, cooperative system, and

consortium in the United States:

1. Formally adopt a policy which specifically recognises its
circulation records and other records identifying the names of
library users to be confidential in nature.

2, Advise all librarians and library employees that such records

shall not be made available to any gamy of state, federal, or
local government except pursuant to such process, order, or

subpoena as may be authorised under the authority of, and

pursuant to, federal, state, or local law relating to civil,
criminal, or adei.sistrativi distant, procedures Or legislative
investigative power.

3. Resist the isiu.oce or enforcement of any such process, order,

or subpoena until such time as a proper showing of gook cause
has been made in a court of competent joriedictioe.14

Note; See also ALA POLILT MANUAL $4.13 -04411 OP ETNICS, point $3,

"Libraria..: oust protect each user's right to privacy with respect to
information sought or received, and materials consulted, borrowed, or

acquired."

**Note: Point 3, above, weans that upon receipt of such process, order.

or subpoena, the library's officele will consult with their legal counsel
to determine if such process, order, or subpoena is in proper form and if
there is a showing of good cause for its issuance; if the process, order,
or subpoena is not in proper form or if good cause has not been shown,

they will insist that such defects be cured.

Adopted January 20, 1971; revised July 4, 1975, July 2, 1986,
by the ALA Council

See reverse side for suggested procedures for implementation.

(ISBN 8389- 6082 -0)
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SUGGESTED PROCEDURES POW IMPLEMENTING

'POLICY OK CONFIDENTIALITY OP LIBRARY RECORDS'

When drafting local policies, libraries should consult with their
legal counsel to insure these policies are based upon and consistent
with applicable federal, state. and local law concerning the
confidentiality of library records. the disclosure of public records.
and the protection of individual privacy.

Suggested procedures include the following:

.1. The library staff somber receiving the request to examine or
obtain information relating to circulation or other records
identifying the asses of library users. will immediately refer
the person slaking the request to the responsible officer of the
institution. who shall explain the confidentiality policy.

2. The director, upon receipt of such process. order, or stbPoena,
shall consult with the approprielo legal officer assigned to the
institution to determine if such process. order. or subpoena is
in good fon and if there is a showing of good cause for its
issuance.

3. If the process. order. or subpoena is not in proper form or if
good cause has not been shown. insistence shall be made that such
defects be cured be"ore any records are released. {The legal
process requiring the production of circulation or other library
records shall ordinarily be in the fors of subpouau 'duces tecum'
:*bring your records] requiring the responsible officer to attend
court or the taking of his/her disposition an_: may require
his'her to bring along certain designated circulation ^r other
*regaled records.) .

4. Any threats or unauthorized demands (i.e.. those not supported by
a process. order. or subpoena) concerning circulation and other
records !dentifying the nases of library users shall be reported
:o the App-opriate legal officer of the !nstrutlon.

5 Any problems relating to the privacy of circulation and other
records identifying the mass of library users which are not
provided for above shall be referred to the responsible officer.

Adopted by the ALA intellettual Freedom Committee.
January 9. 1983: revised January 11. 1988

(confpol pro)
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CONFIDENTIALITY STATUTE3

List of States

The followina states have confidentiality of library records

statutes:

Alabama Nevada

Alaska New Jersey

Arizona New York

California North Carolina

Colorado North Dakota

Connecticut Oklahoma

Delaware Oregon

District of Columbia Pennsylvania

Florida Rhode Island

Georgia South Carolina

Illinois South Dakota

Indiana Tennessee

Iowa Virginia

Kansas Washington

Louisiana Wisconsin

Maine Wyoaing

Maryland

Massachusetts (confstat.lst]

Michigan

Minnesota

Missouri

Montana

Nebraska
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STATEMENT ON PFIJFESSIONAL ETHICS, 1981

Introduction
Since 1939. me American brary Association has recor zed the importance of codifying

and making known to the public. ad the profession the princi,..les which guide librarians in ac-
ton This latest revision of the' ')E OF ETHICS reflects changes in the nattire of the profession
and in its social and institutio a environment. It should Is; revised and augmented as necessary.

Librarians significantly influence or control the sriection. organization, preservation, and
dissemination of information In a c3litical system grounied in an informed citizenry, librarians are
members of a r,ofession explicitly committed to mtellactual freedom and the freedom of access
to information We have a special obligation to ensure the free flow of information and ideas to
present and !Wine generations.

Librarians are dependent upon one another for the bibliographical resources that enable us t 7t

to provide information services, and have cis";,,=, for maintaining the highest level of per-
sonal integrity and competence.

Cods of Ethics
I branans must provide the highest level of Per ice through appropriate and usefully organ-
ized collections, fair and equitable circutation and service policies, and skillful, accurate, un-
biased. and courteous responses to all requests for assistance.

II Librarians must resist all efforts by groups or individuals to censor library materials

III Librarians must protect each user's right to privacy with respect to information -,:nght or re-
ceived. and materials consulted, borrowed, or acquired.

IV. Librarians must adhere to the principles of due process and equality of opportunity 'in peer
relationships and personnel actions.

V. Librarians must diEinguish clearly in their actions and statements between their plirsorial
philosophies and attitudes and those of an institution or professional body.

VI Librarians must avoid situations ,n which personal Interests might be served or financial bene-
fits gained at the expense of library users, colieagues, or the eIployingis..ititution.
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Resolution in Support of Video and Library Privacy
Protection Act

WHEREAS. The First Amendment to the U.S. Constitution protects
the freedom of all to read and to view. and

WHEREAS, a free society requires an informed citizenry in order
to govern itself. and

WHEREAS. an informed citf,An-y must have open access to
information wbecadvr it may be sought. and

WHEREAS, this Association througl policy and action staunchly
defente the rights of all people in the U.S. to
eduLztion and entertainment without the chilling
constraint of another person or entity reviewing that
activity. and

WHEREAS, legislation pending before the U.S. Rouse of
Representatives and Senate (the Video and Library
Privacy Protection Act. A.B. 4047 and S. 2361) seeks to
protect these constitutional rights.

THEREFORE. BE IT RESOLVED. that the American Library Association
strongly supports the Video and Library Privacy
Protection Act. R.B. 4947 and S. 2361.

Adopted July 13. 1988. by the ALA Cornell

u;)
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Mr. KAsrENMEIER. Next we would like to call on J,:nlori Gold-
man, Staff Attorney, Project on Privacy and Technology, American
Civil Liberties Union.

Ms. GOLDMAN. Thank you very much. I appreciate the oruortuni-
ty to be here today to testify on the Video and Library Privacy Pro-
tection Act legislation by both the House and Senate that would
create a Federal right to privacy and video type rental or sale
records and library circulation records.

The movies we view in the privacy of our home and the books we
borrow from the library may reveal sensitive, personal information
about us and should not be disclosed absent a compelling State in-
terest in the information. Passage of the Video and Library Privacy
Protection Act will be an important step towards allowing individ-
uals to maintain some control over this information.

The ACLU strongly supports the legislation and we commend
Congress for acting quickly to create a substantive privacy barrier
around First Amendment protected information. In this age of in-
formation and computers, in which we are forced to turn over an
enormous quantity and variety of personal information in ex-
change for doing business with others, we h ve relied on Congress
to enact information privacy legislation.

We welcome the resurgence of privacy coalitions and the
groundswell of public support for privacy that was reignited during
last year's confirmation hearings. We hope that the momentum
will not be lost and that we can continue to move forward to give
citizens control c-Ter their personal information.

The Video and Library Privacy Protection Acts of 1988 prohibit
video service providers and libraries from disclosing personally
identifiable information except in limited circumstances, such as
with the individual's consent or pursuant to a court order.

The legislation gives people control over their personal informa-
tion divulged and generated in exchange for receiving services
from video providers and libraries. These bills reflect the founding
principle of the Privacy Act of 1974 information collected for one
purpose may not be used for a different purpose without the indi-
vidual's consent.

The need for the Video and Library Privacy Protection Act has
been clearly established, not only be the unauthorized disclosure of
the Bork family's video rental list, but by a history of unauthorized
video and library record disclosures.

Thirty-eight States and the DLtrict of Columbia have atatutes
protecting the confidentiality of library records. In addition, major
library organizations have adopted very strong policies on the con-
fidentiality of library patron records.

Nothing makes mote clear the need for this ' dslation than the
unauthorized disclosure of the Bork family's v. o rental list. The
City Paper reporter attempted to use the video list to create a pro-
file of Judge Bork's private character. The unauthorized itAase of
Judge Bork's video list, which was then used to investigate his
character, cannot be condoned, just as we would not condone the
breaking into his home to discover what books he reads.

The ACLU vigorously supports these bills. We believe, as does
Cie majority of the American public, that privacy is an enduring
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and cherished value and that legislation is necessary to protect per-
sonal, sensitive information.

The public's concern for their privacy rights dramatically in-
creased during Judge Bork's confirmation hearings. In fact, the
majority of Senators who voted against his confirmation cited their
concern about the Judge's limited view of the constitutional right
to privacy. A broad-based, bipartisan coalition pulled together
shortly after the disclosure of the Bork family's video list to sup-
port remedial legislation to ensure such a thing could never
happen again.

Privacy is more than just the right to be let alone. Our right to
privacy is intimately tied to our sense of individual autonomy
that when we are not committing a crime, we should be able to Hve
our lives outside of the public eye. This particularly true when c.
activities implicate both First Amendment and privacy. values.
These are precisely the type of activities addressed by this legisla-
tion.

The Supreme Court, in NAACP v. Alabama, recognizod the
severe chilling effect on First Amendment fre3doms that can result
from the unauthorized disclosure of one's personal, political eliefs.

These precious rights have grown increasingly vulnerable with
the growth of advanced information technology. The new technol-
ogies not caily foster more intrusive data collection, but make possi-
ble increased demands for personal, sensitive information. This
massive and sophisticated data collection increases the threat of
private and Government surveillance.

New technologies enable people to receive and exchange ideas
differently than they did at the time the Bill of Rights was drafted.
Personal papers once stored in our homes are now held by others
with whom we do business. Transactional information may be
easily stored and accessed. Records of our reading and viewing his-
tories are now maintained by libraries, and cable television and
video companies. The computer makes possible the instant assem-
bly of this information.

The ACLU is concerned about the danger posed by the aggrega-
tion of separately compiled lists to create profiles on individuals
the phenomenon of the womb-to-tomb dossier..

In its 1977 report, "Personal Privacy in an Inforr-atic n Society,"
the Privacy Protection Study Commission conclude that an effec-
tive national information policy must embody three major princi-
ples: minimize intrusiveness, maximize fairness and create legiti-
mate, enforceable expectations of confidentiality. As a general rule,
the Commission recommended, organizations that maintain a confi-
dential record must be placed under a legal duty not to disclose the
record without the consent of C.e individual, except in certain lim-
ited circumstances, such as pursuant to a seal ,11. warrant or sub-
poena.

Even in such instances, the individual must have the right to
challenge the court order before disclosure of the record. The Com-
mission s finding most pertinent here is that there eiould be a
close correspondence between an individual's expectation of the
uses to be made of his or her information and the uses that are
actually made of it.
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The Commission noted the strong push for greater selectivity in
the use of records about individuals to develop mailing lists. "That
drive, zoupled with new technological capabilities could change the
character of the way direct-mail operations are conducted, a
change called "troubling" by Publishers Clearing House and Com-
puter World, who testified before the Commission.

The technological environment anticipated by the Commission
has arrived and we must meet the threats to privacy posed by the
uses of these systems. Last Sunday's New York Times reports that
American Express is using new technology to develop a system to
track card-holders' charge slips.

"The company's computer might identify a frequent traveler to
Tokyo, or an avid tennis player. Working with American Express,
a Tokyo hotel or a local sporting goods shop could then custom
tailor advertising to the card-holder."

That is precisely the situation we are trying to prevent here with
the exchange of First Amendment-related information, such as the
movies we watch. This legislation is intended to be a protection for
consumers, not a punishment on the industry. That is why it is
supported by Erol's and VSDA and the library community. The leg-
islation before us today promiaPs to be another positive congres-
sional response to the need for protections on personal, sensitive in-
formation.

The ACLU is hopeful that the Video end Library Privacy Protec-
tion Act will continue to garner broad, bi-partisan support. We look
forward to continuirg to work closely with rou to ensure passage of
this important and timely legislation

Thank you.
[The statement of Ms. Goldman follows:]
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SUMMARY OF ACLU TESTIMONY

I appear today on behalf of the ACLU to testify in
support of the Video and Library Privacy Protection Acts, S.23F1
and H.R.4947, legislation introduced in both the House and the
Senate that would create a each. xl right to privacy in video tape
rental or sale records and library circulation records.

The First and Fourth Amendments to the United States
Constitution, when read together, give rise to a powerful
argument in favoring of extending legal protection to video and
library records. The movies we view in the privacy of our home
and the books we borrow from the library may reveal sensitive,
personal information about us and should not be disclosed absent
a compelling state interest ;11 the information. Passage of the
Video and Library Privacy Protection Act will be an important
step towards allowing individuals to maintain some control over
this inform-ion.

The ACLU strongly supports the legislation and we commend
Congress for acting quickly to create a substantive privacy
barrier around First-Amendment protected information. In this
age of information and computers, in which we are forced to turn
over an enormous quantity and variety of personal information in
exchange for doing business with others, we have relied on
Congress to enact information privacy legislation.

The legislation before us today promises to be another
positive Congressional response to the need for protections on
personal, sensitive information.

The ACLU is hopeful that the Video and Library Privacy
Protection Act will continue to garner broad, bi-partisan
support. We look forward to continuing to work closely with you
to ensure passage of this important and timely legislation.
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Mr. Chairmen and Members of the Committee:

InTRODUCT/ON

I appear today on behalf of the ACLU to testify in

support of the Video and Library Privacy Protection Acts, S.2361

and H.R.4947, legislation introduced is both the House and the

Senate that would create a federal right to privacy in video tape

rental or sale records and library circulation. records. I am a

staff attorney on the ACLU's Project on Privacy and Technology, a

research project that addresses how computers impact on

information and privacy. The ACLU is a nationwide, nonpartisan

organization with 250,000 members dedicated to preserving

citizens' constituti nal rights.

The First and Fourth Amendments to the United States

Constitution, when read together, give rise to a powerful

argument in favoring of extending legal protection to video and

library records. The movies we view in the privacy of our home

and the books we borrow from tte library may reveal sensitive,

personal information about us and should not be disclosed absent

a compelling state interest in the information. Passage of t1-1

Video and Library Privacy Protection Act will be an important

step towards allowing individuals to maintain some control over

this information.

The ACLU strongly supports the legislation and we commend

Congress for acting quickly to create a substantive privacy

barrier around First-Amendment protected information. In this

age of information and computers, in which we are forced to turn

Cu.
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over an enormous quantity and variety of personal imormation in

exchange for doing business with others, we have relied on

Congress to enact information privacy legislation.

THE VIDEO AND LIBRARY PRIVACY PROTECTION ACTS OF 198'1

The Video and Library Privacy Protection Acts of 1988

prohibit video service providers anal libraries from disclosing

personally identifiable information except in limited

circumstances, such as with the individual's consent or pursuant

to a court order. The legislation gives people control over

their personal information divulged and generated in exchange for

receiving services from video providers and libraries. These

bills reflect the founding principle of the Privacy Act of 1974-

information collected for one purpose may nut be uced for a

different purpose without the individual's consent.

ZXCEPT/ONg

The exceptions to the prohibition on disclosure are narrowly

tailored, allowing disclosures with the individual's consent, for

a legitimate business purpose or pursuant to a court order. The

ACLU supports the legislation's requirement that, as a general

rule, personally identifiable information may only be disclosed

with the prior written consent of the individual.

The House bill requires the individual must be informed as

to what information will be disclosed and to whom. Services may

2
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not as denied to individuals who choose not to allow the

disclosures. This provision grants individuals the most

meaningful control over their information, while allowing the

recordholder to use the information as necessary for legitimate

business purposes.

The ACW also supports the section in both bills allowing a

disclosure of the name and address of the patron where such

. disclosure does not directly or indirectly reveal the title or

content of the service used and the individual has been given an

opportunity to prohibit the disclosure.

The legislation's court order requirement, comparable to

the standard embodied in the Cable Communications Policy Act of

1584, provides that before a court order can be issued, a law

.enforcement agency must present clear and convincing evidence

that the record eubject has engaged in criminal activ and that

the information sought would be highly probative in a criminal

procesdiny. In addition, the House bill mandates the agency must

show that its attempts to use less intrusive means to gain the

information failed. The agency must also make the was that the

value of the information sought outweighs the individual's

privacy interests.. Both bills require that _pon issuance of a

court order, individuals must receive notice and the opportunity

to challenge the order. The ACW supports this standard. We

believe it is strong, effective and fair, and will no' create an

absolute ban on disclosure where tho information is necessary for

law enforcement purposes.

3
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BZUDIZA

The ACLU strongly supports the legislations' civil remedies

section,providing thr.c an individual harmed by a violation of

the Act may seek compensation in the form of actual and punitive

damages, equitable and declaratory relief and attorney's fees and

costs. This section puts essential teeth into the legislation,

ensuring that the law will be enforced by individuals who suffer

as the result of unauthorized disclosures.

Statutory damages are nocessary to remedy the intangible

harm caused by privacy intrusions. Similar remedies exist in the

Cable Communications Policy Act and the federal wiretap statutes.

We have seen the promise of the 1974 Privacy Act fade due to the

lack of an effective enforcement mechanism. Ve applaud members

in both the House and the Senate for including a civil remedies

section in the Video and Library Privacy Protection Acts.

THE NEED FOR LEGISLATION

The need for the Video and Library Privacy Protection Act

has been clearly established, not only h the unauthorized

disclosure of the Bork family's video rental list, but by a

history of unauthorized video and library record disclosures.

Librari °cords

Thirty-eight states and the District of Columbia have

4
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statutes protecting the confidentiality of lthrary records.

In addition, major library organizations have adopted very strong

policies on the confidentiality of library patron records.

The American Library Association adopted a policy on

confidentiality of library records in 1970 in response to

attempts by United States Treasury agents to gain access to

circulation records.

There have been recent reports that the FBI has been asking

library personnel in various libraries around the country to

divulge patrons' records. However, James Geer, Assistant

Director of the FBI's Intelligence Division recently testified:

"I can assure you that the FBI is not now nor has it even been

interested in the reading habits of American citizens. No records

or reading lists of any U.S'. citizen have been sought or obtained

by the FBI in any of our contacts with librarians either within

or outside the New York City area." ()iearings before the

Subcommitte Jn Civil and Constitutional Rights of the House

Committee on the Judiciary, 100th Cong., 2nd Sess.- 8 (July 13,

1988) unofficial transcript. Hereinafter "FBI hearing"). in his

testimony, Mr. Geer also noted: "I have found no situatic,- It all

where we got any records or any information on any U.S. person as

far as library records or personal information goes, any. . . .

And if we find that we are about to violate a state statute in

any sense, we will back away from that." (FBI hearing at 33,

28).

As the Bureau has indicated, and as Representative

5
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Rastenmeier pointed out in his statement in the June 29, 1988

Congressional Record, if the FBI is not interested in obtaining

library patrons' records, then the Video and Library Privacy

Protection Act will not intlrfere with the Bureau's activities..

In this instance, any exception for national security purposes is

unjustified and will weaken the intended strength of this

legislation.

Vi eo Rental Lists

Nothing makes mcre clear the need for this legislation than

the unauthorized disclosure of tho Bork family's video rental

list. The =, Paper reporter attempted to use the video list to

create a profila of Judge Bork's private character. The

unauthorized release of Judge Bork's video list, which was then

used to investigate his character, can not be condoned, just as

we would not condone the breaking into his home to discover what

books he reads.

Although the disclosure of Judge Bork's list may be the most

sensational and well-known disclosure, other similar incidents

have been documented. For instance, Jack Messer, vice-president

of the Video Software Dealer's Association and owner of 22 video

rental stores, reported in the Philadelphia Inquirer that tie

attorney for the t /el in a divorce proceeding made an informal

request for the records of every film rented by her husband in an

effort to show that, based on his viewing habits, he was an unfit

father.

6
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Again, the movies we watch in the privacy of our own homes

may reveal a great deal about our politics and personalities, the

most personal, sensitive aspects of ourselves that we may choose

to express outside the scope of the public's gaze.

THE LEGISLATION'S GENESIS: THE CONCERN FOR PRivagX

The video rental list issue gained national attention during

the confirmation hearings of Judge Robert Bork after a reporter

for City Paper obtained a list of the video tapes rented by Judge

BOL4 and his family. At that time, many Senators, including

Senators Alan Simpson, Joseph Biden, and Patrick Leahy, expressed

outrage at this intrusion into th? Bork family's privacy.

Senator Leahy characterized the nisclosure of t?' tapes as "an

issue that goes to the deepest yearning of all Americans that we

are here and we cherish our freedom and we want our freedom. We

want to be left alone." (aomination of Robert H. Bork to be

Associate Justi.:e cf the Supreme Couret of United States:

Hearings before the Senate Committee on the Juciciarv, 100th

Cong., 1st Sess., 1374 (September 28, 1987). Hereinafter

"Confirmation Hearings"). Senator Simpson specifically asked for

the ACLU's reaction to the list disclosure. By the end of the

day, we responded with a letter to the editor of City Paper and a

commitment to Senator Simpson to work on legislation to safeguard

individuals from similar privacy intrusions. (See Confirmation

Hearings at 1372-74, 1674-77 (September 29, 1988)

On October 21, 1987, Representative Al McCandless introduced

7
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the 7ideo Privacy Protection Act of 1987 to create a "federal

protection from this kind cf snooping" by preventing the

unauthorized disclosure of a person's video rental history.

Representative McCandless' early action sparked the work of

others in the House and the Senate. The need to protect video

rental lists was widely supported, but there was also a strong

belief that the First Amendment and privacy concerns raised by

the unauthorized disclosure of video rental lists necessitated

expanding the bill to en7er library borrower records.

On May 10, 1988, Senator Leahy introduce.; the 7ideo and

Library Privacy Protection of 1988, co-sponsored by Selaxre

Simon, Grassley, and Simpson. On June 29, 1988, Representative

Rastenmoier joined Representative McCandless in introducing

expanded rsion of the original House leg: lation.

The ACLU vigorously suppwrts these bills. We oclieve, as

does the majority of the American public, that privacy is an

enduring and cherished value and that legislation is necessary to

protect personal, sensitive infoc.aation. A number of Harris

surveys have documented the growing public demand for wivrcy

legislation. In a 1983 analysis of their survey results, Louis

Harris & Associates concluded:

Particularly striking is the pervasiveness of support for
tough new ground rules governing computers and other
information technology. Americans are not willing to endure
abuse or misuse of information, and the7 overwhelmi.:gly
support action to do something about it. This support
permeates all subgroups in society and ':ep, 'ents a mandate
for initiatives in public policy. (Louis h- is, The Road
after 1984: A Hationvide Survey of the Public and its
leaders on the New T9chnolcon- and its consgauences for
American Life, Decemper, 1983).

8
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The public's concern for their privacy rights dramatically

increased during Judge Bork's confirmation hearings. In tact,

the majority of Senators who voted against his confirmation cited

their concern about tha Judge's limited view of the

Constitutional right to privacy. A broad-based, bi-partisan

coalition pulled together shortly after tit asclosure of the

Bork family's video list to support remedial legislation to

ensure such a th. could never happen again.

The immediate and sustained alarm that many experienced over

the video list disclosure may be explained by our society's

deeply cherished belief that the right to privacy is, as Justice

Brandeis said, "the right to be let alone-- the most

comprehensive of rights and the right most vrlued by ivilized

men." (Olmstead v, U.S., 277 U.S. 438 (1928), J. Brandeis

dissenting). Our ri,Tht to privacy is intimately tied to our

sense of individual autonomy-- that when we are not committing a

crime, we should be able to live our lives outside of the public

eye. This is particularly true when our activities implicate

both First Amendment and privacy values..

The First Amendment guarante . cs our right to publish and

receive ideas. The Fourth Amendment buttresses the right ol

citizens t.. read and acquire information free from governmental

intrusion, a right essential to the free flow of information and

intrinsic to a free and democratic society. The Supreme Court,

in NAACP v. Alabama, 357 U.S. 449 (1958), recognized the sever.

9
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chilling effect on First Amendment freedoms that can result from

the unauthorized disclosure of one's perscnal, political

beliefs. In addl.% .on, the Court declared in Stanley v. Georgia,

394 U.S. 557 f1969): "If the First Amendment means anything, it

means that a State has no business telling a man, sitting alone

in his house, what books he may read or what films he may watch."

These precione rights have grown increasingly vulnerable

with the growth of advanced information technology. The new

technologies not only foster more ih.rusive data collection. but

make possible increased demands for personal, sensitive

information. Private commercial interests wan* personal

information to better advertise their p- acts. The government is

interested in sensitive information to enhance po 4.tical

surveillance. And, the intelligence community may be looking at

reading lists to protect our national security. The danger here

is that a watched society is a conformist society, in which

individuals art chilled in their pursuit of ideas and their

willingness to experiment with ideas outside of the mainstream.

Although Judge Rork recently joked about how embarrassed he is to

have the world learn that he watches dull movies, imagine if his

confirmation had been -,00med by the revelation of more unsettling

viewing habits.

New technoloc'ls enable people to receive and exchange ideas

differently than they 'lid at the t'-. tbs Bill of *'fights was

drafted. Personal papers once stogy.... 1 our homer. are now held

by others with whom we do business. Transactional information

10



may be easily stored and accessed. Records of our read. g aid

viewing histories are now maintained by libraries, and cable

television and video companies. The computer makes possible the

instant assembly of this information.

The ACLU is concerned about the danger posed by the

aggregation of separately compiled lists to create profiles on

individuals. As Arthur Miller, author of Assault on Privacy,

testified in 1971:

Whenever an American travels on a commercial airline,
reserves a room at cae of the national hotel chains, rents a
car, he (or she] is likely to leave distinctive electronic
tracks in the memory of a computer that can tell a great
deal abott his [or her] activities, movements, habits and
associations. Unfortunately, few people seem to appreciate
the fact that modern technology is capable of monitoring,
centralizing, and evaluating these electronic entries, no
matter how numerous they may be, making credible the fear
that man: Americans have of a woods-to-tomb dossier on each
of us. (ali -sal Data Banks. Computers and the Bill of
Rights, Hearings Before the Subcommittee on Constitutional
Rights, Committee on the Judiciary, 2/23/71, p. 9)

That sane year, Alan Westin, in his book Data Banks in a Free

Society, argued: "We have seen that most large-sale record

systems in this country are not yet operating with rules about

privacy, confidentiality, and due process that reflect the

updated constitutional ideals and new social values that have

been developing over the p decade." (p. 398). The Supreme

Court, .choing these concerns in Whalen v. Roe, 429 U.S. 589

(1977), recognized:

the threat to privacy implicit in the accumulation of vast
amounts of personal information in computerized data banks
or other ma sive government files....Th,3 right to collect
and use such data for public purposes is typically
accompanied by a concomitant statutory or regulatory duty
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to &voila unwarranted disclosures. (We) recognize that in
some inst....ces that duty arguably has its roots in the
Constitution.

The Supreme Court, however, has been reluctant to expand the

scope of the Fourth Amendment to hold that the Constitutional

right t be secure in one's paper's and effects should extend to

personal information held by others. U.S. v. Miller, 425 U.S.

435 (1976). Fortunately Congress has responded to this pre-sing

!wed, acting quickly when First and Fourth Amendment rights have

intersected to establish assertible privacy interests: in the

press offices and files of newspapers (Privacy Protection Act of

1980, 42 U.S.C. 2000(a)(a)); in individual's cable viewing

records (Cable Communications Policy Act, P.L. 98-549); and in

electronic communications (Electronic Communications Privacy Act

of 19d4, 18 U.S.C. 2510). The Video and Library Privacy

Protection Acts of 1988 are the most recent Congressional efforts

to address the heart of an important First Amendment/privacy

issue. If passed, the legislation will protect our freedom to

thi t and inquire by creating a substantive zone of privacy

around library and video records.

FEDERAL INFORMATION PRIVACY LEGISLATION

The protection of video and library records is consistent

witr the past 18 years of progress in the area of federal

information privacy legislation.

In 1970, Congress passed the Fair Credit Reporting Act (15

U.S.C. 1681) prohibiting credit and investigation reporting

12
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agencies that collect, store and sell information on cinsumers'

credit worthiness from d'sclosing records to anyone other than

authorized customers. The Act requires the agencies to make

their records available to the record subject and provides

procedures for correcting inaccurate information. The

legislation created a legal framework in which the reporting

companies could operate and was passed in response to the

public's growing awareness and concern about personal information

maintained by credit report ng bureaus.

Four years later, the Family Educational Rights and Privacy

Act (23 U.S.C. 1 1232(g)) was enacted, 1:_iting disclosure of

educational records to third parties. The law requires schools

and colleges to grant students access to their recoils and

mrndates challenge and correct procedure.

That Emma year, Congress passed landmark federal privacy

legisistion -- the Privacy Act of 1974 (5 U.S.C. 1 552a)-- to

control the collection, storage, use.and dissemination of

personal information maintained in federal agency record systems

The passaga of the Act came on the heels of the Watergate

cuindal, which revealed to the public the extent of the

government's surreptitious information gathering a.d use. The

founding principles of the Act are derived from the recommended

federal Code of Fair Information Practices developed by the

Department if al'h, Educatic and Welfare and published in

3ecorls. C_omPuters and Rialwa of Citizens (1973). The major

principles of the Code are: the government shall not maintain

13
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circumstances, such as pursuant to a search warrant or subpoena.

Even in such instances, the individual must have the right to

challenge the court order before disclosure of the record. (pp.

362-63) .

The Right to Financial Privacy Act of 1978 (12 U.S.C. 3401),

a Congressional response to U.S. v. Miller and a direct outgrowth

of the Privacy Commission's report, created an assertible privacy

interest in personal financial records. The Act provides

individuals with the right to a notice and challenge procedure

with which investigative agencies must comply before records may

be disclosed.

Congress passed the Privacy Protection Act of 1980 (42

U.S.C. 4 2000(a)(a)) to prohibit the government from searching

press offices if no one in the office is suspected of committing

a crime.

In 19G , Congress passed the. Debt Collection Act (P.L. 97-

365) requiring federal agencies to provide individuals with due

process protections oefore an individual's federal debt

information may be referred to a private credit bureau.

The Cable Communications Policy Act (P.L. 98-549), enacted

in 1984, prohibits a cable service from disclosing information

about a subscriber's cdole viewing habits without the

individual's consent. The Act requires the see ce to inform the

subscriber of the nature and use of information collocted, any

disclosures that ma} be made. The cable service must also'

provide subscribers access to information maintained on them.
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circumstances, such as pursuant to a search warrant or subpoena.

Even in such instances, the individual must have the right to

challenge the court order before disclosure of the record. (pp.

362-63) .

The Right to Financial Privacy Act of 1978 (12 U.S.C. 3401),

a Congressional response to U.S. v. Miller and a direct outgrowth

of the Privacy Commission's report, created an assertible privacy

interest in personal financial records. The Act provides

individuals with the right to a notice and challenge procedure

with which investigative agencies must comply before records may

be disclosed.

Congress passed the Privacy Protection Act of 1980 (42

U.S.C. 4 2000(a)(a)) to prohibit the government from searching

press offices if no one in the office is suspected of committing

a crime.

In 19G , Congress passed the. Debt Collection Act (P.L. 97-

365) requiring federal agencies to provide individuals with due

process protections oefore an individual's federal debt

information may be referred to a private credit bureau.

The Cable Communications Policy Act (P.L. 98-549), enacted

in 1984, prohibits a cable service from disclosing information

about a subscriber's cdole viewing habits without the

individual's consent. The Act requires the see ce to inform the

subscriber of the nature and use of information collocted, any

disclosures that ma} be made. The cable service must also'

provide subscribers access to information maintained on them.
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Two years ago, Congress passed the Electronic Communications

Privacy Act (18 U.S.C. 4 2510). The Act amends the federal

wiretap act to prohiMit the unauthorized interception and

disclosure of electronic communications made possible by new

technologies, such as cellular phones, electronic mail and

satellite television transmissions. The passage of ECPA was

supported by a number of industry associations, partly due to

concern about public confidence in using the new systems.

Legislation is currently pending to bring under the wing '

the 1974 Privacy Act the computerized mat ling of personal

infr--,ation held in federal agency databases. For years, the

computerized matching of records has grown outside the scope of

government regulation and oversight. The legislation, the

Computer Matcbing and Privacy Protection Act of 1989: peeped the

S_Jate last year by unanimous consent and was recently reported

out of the House Government Operations Committee. The ACLU is

optimistic that the legislation will pass, and that the gaping

hole created by the misinterpretation and misapplication of the

Privacy Act's routine use exemption will be partially covered.

The legislation before us today promises -o be another

positive Congressional response to the need for protections on

personal, sensitive information.

CONCLUSION

The ACLU is hopeful that the Video and Library Privacy

Protection Act will continue to garner broad, --partisan

16
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support. We look forward to continuing to work closely with you

to ensure passage of tnis important and timely legislation.

pc #2
vidtsst
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Mr. KASTENMEIER. Thank you, Ms. Goldman.
Now we would like to call on Mr. Vans Stevenson.
Mr. STEVENSON. Mr. Chairman, and members of the committee, I

appreciate the invitation and opportunity to appear before you
today.

I am Vans Stevenson, Director of Public Relations, Erol' Inc. As
many of you know, we are a suburban based Washington, DC,
video sales and rental chain and we have 165 stores in eight States
and the District of Columbia. In addition to spiking for my com-
pan ", I am also appearing on behalf of the Video Software Dealers
Association, which represents video retailers and disti:butors
throughout the United States. Approximately 20,000 of the 30,000
video retailers in the United States are re)resented by VSDA.

We would like to commend you, Mr. Leahy, Mr. Simon, Mr. Kas-
tenmeier and Mr. McCandless and your staffs for the hard work
That you went through to put together this important legislation.
We support both bills. We Q..ipport H.R. 4947 and S. 2361, which
would prohibit the disclosure of individual customer rental or sales
records, except in very limited circumstances. In our view, rental
and sales records are privileged matters between the retailer and
the customer. That is the firm policy of VSDA and its members.

We also agree that there should be certain exceptions to the rule
against disclosure of such records.

First, we feel Coat an exception is appropriate when it is neces-
sary in the routine course of business, such as when a delinquent
account may require the involvement of a collection agency.

Second, we believe that disclosure is warranted where provio.rd
pursuant to ck legal court order for law enforcement purposes. How-
ever, this lau enforcement exception should be limited; it should be
available only when the law enforcement agency has sufficiently
showed its necessity, and when the customer is given notice and af-
forded an opportunity to appear and contest such an order.

As for requests made in the context of civil litigation, we r ;com-
mend the approach H.R. 4947. Disclosure should not he permit-
ted.

Third, disclosure should also he allowed when a customer has
clearly exrressed written, informed consent. This could be either
when the customer fully understands the exact circumstances in
which the records are being requested, or when the customer's
name and address will merely be disclosed as part of a general
mailing list. We agree that this mailing list exck dtion should not be
used if the subject matter of a customer's rental would be indirect.
ly revealed.

Erol's, my company, which is the iv. 'ion's largest volume special-
ty retailer, has had a policy for a nunwer of years prohibiting indi-
vidual account disclosure. Any Erol's employee who violates that
policy faces disciplinary action which could include immediate ter-
mination. Fortunately, we have never had to dismiss an employee
for violating the policy.

In addition to strengthening our existing policy, it is our expecta-
tion that your committees will provide both courts and video retail-
ers with guidance in the legislative history as to what kinds of ac-
tions retailers might take to safeguard the privacy of video records,

82
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so that they may avoid being unreasonably burdened by the legisla-
tion.

The Committee report can provide such guidance. We feel strong-
ly that a video dealer should not be unfnirly held liable for the un-
authorized acts of an employee which are in clear violation of a
strong and enforced store policy against such authorized disclosure.

The legislation is needed. I am aware of at least three instances
when Erol's has received direct inquiries about individual accounts.
Two were from Covernment agencies, and one from an attorney
representing a client in a divorce proceeding.

1. A United States Secret Service agent asked if we could release
information about an individual suspected of passing counterfeit
currency. We refused unless ordered by a court of law. We never
received such an order or a further inquiry.

2. An investigator from the United States Department of Hous-
ing and Urban Development requested accot"t iriormation regard-
ing a Government employee suspected of using a Government vehi-
cle for personal use during work hours. The HUD official said he
suspected the employee was checking out tapes at one of our stores
during working hou-.,. We refused the request for information.
There was never any followup call.

3. An attorney in a divorce proceeding requested the rental
records of the defendant in the case. We refused. A subpoena was
threatened but never served.

Mr. LEAHY. Did the attorney gi any reason of why that wculd
be valid, of what his reason was for wanting it?

Mr. STEVENSON. He never gave me any reason. He asked if the
individual was a member, which we don't disclose either, and,
number two, if the record was available. I asked him why and he
didn't really make any comment and he said r will be back to you.
add we haven't heard anything.

Mr. LEAHY. Thank you.
Thank you, Mr. Chairman.
Mr. STEVENSON. Let me review several other instance:. that we

are aware of, and this is from around the country.
An attempt by the attor -.3T for a spouse in a divorce proceeding

to show, through video aLs that the other spouse was an unfit
parent. The records were

A subpoena served by the attorney of one defendant in criminal
prosecution who sought the video records of is client's co-defend-
ants. The store did not comply with the subpoena. The attorney did
not pursue the matter and the co-defendants were acquitted.

A law enforcement agency subpoena seeking from a video store
the video records of all of its customers, in the context of a ques-
tion about local community standards for an obscenity prosecution.
Here again, the records were refused and the subpoena was not
passed.

Record sought by a defendant in El civil child molestation case,
who sought to show that plaintiffs themselves had stimulated the
children's fantasies by virtue of 4-he movies shown in the home.

As you have pointed out, thr.e have been attempts reported in
the press to obtain the video records of public figures, such as Gov -
e: cement officials.
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These incidents suffice to put the Congress on notice about this
serious potential for invasion of privacy an i chilling of the exercise
of the First Amendment right to view films free from fear of har-
assment or adverse publicity. Many State and local laws do not
provide adequate protection. Congress should act.

While the attempts to obtain customer records were successfully
rebuffed in the instances I have referred to, there is always the
threat of efforts to judicially enforce subpoenas seeking disclosure.
Home video di,alers should not have to face potential liability for
failure to comply with a subpoena, on the one hand, or lawsuits by
their customers becau they have complied, on the other hand.

Because we feel s' .gly about protecting the privacy of or cus-
tomers and upholding tne law, we are also concerned about consist-
ency between Federal and State legislation currently in effect. As
video dealers, we would like clear guidance as to which legal re-
quirement would apply in case of conflicting standards.

We applaud the proposed bills to formally protect a reasonable
right of privacy for the video customer. We believe that the legisla-
tion will help to strengthen our company's policy as well as similar
policies practiced by the other videc retailers in VSDA.

Thank you again, Mr. Chairman and members of the committee
for the opportunity to speak to you today on behalf of both Erol's,
Inc., and the Video Software Dealers Association.

I will be pleased to answer any questions you may have.
Mr. KASTENMEIER. Thank you very much, Mr. Stevenson.
[The statement of Mr. Stevenson follows:]
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SUMMARY

The Video Software Dealers Association is the largest
national trade association for retail home -rideo dealers and
video distributors. Its members operate some 20,000 of the
30,000 home video retail outlets in the country.

EROL'S, Inc., is a suburban Washington, D C.-based
video sale and rental retail chain with 165 storea in nine
states and the District of Columbia.

VSDA and its members, including EROL'S, believe that
the privacy of their customers' video records should be
respected and preserved, except for very narrowly drawn
statutory exemptions. That is VSDA's policy and we generally
support legislative efforts to reinforce that policy,
including the two bills before your subcommittees.

We agree that l_nere should be carefully drawn
exceptions for dis-ln:ure in the case of customer consent,
ordinary business practice, or a strong showing that it is
es ential in a law enforcement proceeding.

It is our understanding that your committees will
provide some guidance to the courts and to video retailers
regarding the steps that retailers might take to safeguard
record privacy.

The pattern of requests for records, through
subpoenas in criminal or civil proceedings avid from
journalistic inquiries, indicates the need fo.7 Congressional
action. The trend toward increased efforts at disclosure
puts Congress on notice about the serious potential for
invasion of privacy and chilling of the exercism of First
Amendment rights.

Video dealers should not have to face potential
liability for failure to comply with a subpoena, on the one
hand, or lawsuits brought by customers because they have

on the other.

The proposed legislation will strengthen the 2olicy
practiced by VSDA dealers of maintaining customer privacy,
and thereby protect the free exercise of First Amendment
rights,
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H.R. 4947
VIDEO PRIVACY PROTEC,ION ACT

DRAFT TESTIMONY

Mr. Chairman and Members of the Committee, thank you

for the invitation and opportunity to appear before you

today. My name is Vans Stevenson. I am Director of Publi..

Relations for EROL'S, Inc., a suburban Washington, D.C.-based

video sale and rental retail chain with 165 stores in nine

states and the District of Columbia. In addition to speaking

for my company, I am also appearing -n behalf of the Video

Software Dealers' Association, which represents video

retailers and distributo7s throughout the United States.

Approximately 20,000 of the 3C,000 video retailers in the

United btates are represen*ed by VSDA.

We support H.R., 4947 and S. 2361, which would

prohibit the disclosure of individual customer rental or

sales records, except in very limited circumstances. In our

view, rental and sales records are privileged matte between

the retailer and the customer. That is the firm policy of

VSDA and its members.

We also agree that there should be certain exceptions

to the rule against disclosure of such records.

First, we feel that an exception is ap- npriate when

it is necessary in the routine course of busiA os, such as

when a delinquent account may require the involvement of a

collection agency.



Second, we believe that disclosure is warranted wherc

provided pursuant to a legal court order for law enforcement

purpcs. However, this law enforcement exception should be

limited; it should be available only when the law enforcement

agency has sufficiently showed its necessity, and when the

customer is given notice and afforded an opportunity to

appear and contest such an order.

A poteatial problem in the bill's exception for

criminal aw enforcement lie; in the bill's requirement that

the user be "given notice and afforded an opportunity to

appear and contest such order." See S 27 0(dM1)(A), The

bill does not designate who is responsible for gicing the

notice to the customer. It is important that the law

enforcement agency have that responsibility so that the

dealer does not become involved in any conflict between the

user's privacy rights and the law enforcement agency's

alleged need for disclosure.

As for requests made in the context of civil

litigation, we recommend the approach in H.R. 4947.

Disclosure should not be permitted.

Thin." disclosure should also be allowed when a

customer has clearly expressed written, informed corsent

This could be either when the customer fully understands the

exact circumstances in which the records are being requested,

- 2 -
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or vnisn the customer's name and address will merely be

disclosed as part of a general mailin7 list. We agree that

-his mailing list exception should not be used if the subject

matter of a customer's rental would be indirectly revealed.

EROL'S, which is the nation's largest volume

specialty retailer, has had a policy for a number of years

prohibiting indiy, *al account disclosure. Any EROL'S

employee who violates that policy faces disciplinary action

which could include immediate termination. Wc have never had

to dismiss an employee for violating the policy,

In addition to strengthening our existing policy, it

is our expectation that your committees will provide both

courts an video retailers with guidance in the legislative

history as to what kinds of actions retailers might take to

safeguard the privacy of video records, so that they may

avoid being unreasonably burdened )y the legislation. The

Committee Report can provide such guidance. We feel strongly

that a video dealer should not be unfairly held liable for

the unautho,..?ad acts of an employee which are in clear

violation of a strong and enicrced store policy against such

authorized disclosure.

The legislation is needed. I am aware of at least

three instances when EROL'S has receil.ed direct inquiries

about individual accounts, Two were from government

- 3 -
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agencies, and one from an attorney representing a client in a

divorce proceeding.

1. A United States Secret Service agent asked if we

could release information about an individual suspected of

passing counterfeit currency. We refw.ed unless ordered by a

court of law. We never received such an order or a further

inquiry.

2. An investigator from the United States

Department of Housing and Urban Development requested account

information regarding a government employee suspected of

using a government vehicle for personal use during work

hours. The HUD official sail h, suspected the employee was

checking out tapes at one of our stores during working hours.

We refused the request for .nformatior.

3. An attorney a divorce proceeding requested

the rental records of *ho defenda,, in the case. We refused.

A subpoena was threatened but never served.

Other home video retail businesses have encountered

similar inquiries. These instances or efforts to obtain

video store records include:

An attempt by the attorney for a spouse in a

divorce proceeding to show, through video

records that the other spouse was an Lnfit

parent. The records were refused.

- 4 -
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A subpoena served by the attorney of one

defendant in criminal prosecution who sought the

video records of his client's co-def..thdants.

The store did not comply wl.:h the subpoena. The

attorney did not pursue the matter and the co-

defendants were acquitted.

A let anforcement agency subpoena seeking from a

video store the video records of all of its

customers, in the context of a ques )n about

local community standards for an obscenity

prosecution. Here again, the records were

refused and the subpoena was not pressed.

Records sought by a defendant in a civil child

molestation ease, who sought to show that

plaintiffs themselves had stimulated the

chi)drens' fantasies by virtue of the movies

shown in the home.

There have also been attempts reported in the press

to obtain the video records of public figures, such as

government officials,

These incidents suffice to put the Congress on notice

about this serious potential for invasion of privacy and

chilling of the exercise of the first amendment right to view

films free from fear of harassment or adverse publicity,

- 5 -
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Many state and local laws do not provide adequate protection.

Congress should act.

While the at ots to obtain customer records were

_.uccessfully rebuffeL the instances I .ave referred to,

there is always the threat of efforts to judically enforce

subpoenas seeking disclosure. Home video dealers should no,

have to face potential liab_lity for failure to comply with a

subpoena, on the one hand, or lawsuits by their customerP

because they have complied, on the other hand.

Because we feel strongly about protecting the privacy

of our customers and upholding the law, we are also con-erned

about consistency between federal and state legislation

currently in effect. As video dealers, we would like clear

guidance as to which legal requirement would apply in case of

conflicting standards.

We applaud the proposed bills to formally pro-ect a

reasonable right of privacy for the video customer. WE

believe that the legislation will help to strengtalen our

company's policy as well as similar policies practiced by the

other video retailers in VSDA.

Thank you again, Mr. Chairman and Members of the

Committee for the opr3rtunity to speak to you today on behalf

of both EROL'S, Inc. ,,c1 the Video Software Dealers

Assoc4ation.

I will be pleasrad to answer any questions you may

have.

9 ')
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1V11. KARTENMEIER. Mr. Richard Barton.
Mr. BARTON. Mr. Chairman, and I
Mr. KASTENMEIER. Incidentally, without objection, your state-

ments e,.111ectively will appear in their entirety as submitted to the
committee, even if 'iou have summarized your remarks.

Mr. BARTON [continuing]. Der. Chairman, and members of the two
subcommittees, it is real pleasure to be here today. I hope I can say
this after the testimony, since you know, I am going to take a little
bit different tack than the ocher witnesses here.

Before I begin, I would like the indulgence c the subcommittee
to introduce a very erominent persnn in our industry, Alexander
Hoffman, who is sitting right over here. He is the recently retired
group vice-president of Doubleday, Incorr )rated and former Chair-
man of the Direct Marketing Association. He was one of the spear-
heads of the Direct Marketing Association's activities in the priva-
cy area in connection with the Privacy Protection Study Commis-
sion, and afterwards, which I think dramatizes that we are very
concerned about the privacy issues raised here and about the gen-
eral concerns of the American public in privacy.

We want to operate with the P -'committees, and we have been
working with the staffs. We a-fe very concerned about the privacy
issues that have been raised here by the other three witnesses, and
we agree that the specific instances hich they cite in most cases
are things that should be prevented either by law or certainly by
practice within their industries.

We do not agree that Judge Bork's personal preferences for video
tapes should have been released. We do not azree that specific
titles and reading habits of specific individuals should be released
from libraries. But this bill, we believe, goes far beyond remedying
the ills which gave rise to the original bills.

The 'Language of the two bills would actually have a significant
impact on what heretofore has been considered the completely le-
gitimate and accepted marketing practice of a major segment of
American industry. That is the direct marking iAiustry. We be-
lieve that the bills n .,understand or really dJn't aadress the ques-
tion of how mailing nests are used and how mailing lists are put to-
gether, in fact, even physically what mailing lists are.

Mailing lists as such do not contain specific data about specific
individuals. They are lists, they are aggregates of people, usually
on computer tape which we don't even see who may have common
characteristics such as income, :Juying patterns, places where they
live, life style and what is important here for the subject matter uf
this hearing, either vocational or avocational interests which indi-
cate that they might be receptive to receiving a specific offer or
contributing to a specific charity or for that matter supporting of
specific political candidate.

Companies, we agree, do have the knowledge of specific buying
habits of their customers in the same way that Erol's does and the
same way libraries do, but this is not translated onto a mailing list.
The nly physical manifestation that comes nut of the mailing lists
is a r ace of paper with a name and address on it that goes on an
envelope or a catalog.

There is no specific info rmation which is given out by a mailing
list. To make an important point, there is no complaint that I

9 v.
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know of, at least in the history of the Direct Marirlting Association
involvement in issues like this, that specific information about spe-
cific individuals has been given out from the mailing lists and for
mailings.

In 1977 the Privacy Protection Study Commission which was
cited by the ACLU favorably, maybe not this part of it, b it other
parts, agreed with the industry, the compilation and use of mailing
lists did not invade anyone's privacy and should not hp legislated
against.

But even before the Privacy Protection Study Commission, in
1971, the Direct Marketing Association realizing people's growing
concerns about privacy, developed an industry-wide mail prefer-
ence serv'xe, administered even to this day by the Direct Market-
ing Association to allow people to get off mailing lists.

We have advertised that program very, very broadly 6hroughout
the country with hundreds of millions of impressions of advertise-
ments in magazines and newspapers and dealing with people like
Action Line editors and :onsumer groups.

It has been endorsed by organizations such as U.S. Office of Con-
sumer Affairs and the National Council of Better Business Bu-
reaus. We also began at that tiny' another successful program to
insist that companies which rent their lists give the customers an
opportunity to have their names deleted.

We believe fervently in that principle and that is recognized in
the two bills that are being considered before us today. So we do
believe that people should have the opportunity to get off of a mail-
ing list. We promote that nationally. But wa do not believe that
mailing lists and the use of mailing lists per se is a violation of
anyone's privacy rights. There is sc ne specific language I would
like to approach in both bills that gave us great difficulty.

First, the cut rent age in both, I believe, prohibits any dis-
closure which would tly or indirectly disclose the character of
the video tape renter said before, it has generally been under-
stood that there is n( a in the commercial use of the character
of the material renter a mailing list.

It doesn't invade somebody's privacy to put the person on a mail-
ing list because he may have or she may have rented classic west-
erns or video tapes about workouts or whatever. Pick a subject. Es-
pecially when the individual has the power to stop such rental if he
or she chooses.

If he ran a golf video club list or a sailing list, you can make a
fairly safe assumption that that person on the list has interests in
those specific matters. We think it is legitimate to market to ;hese
people, but the effect of this legislation would be to prohibit the use
of these lists unless affirmative consent of the consumer is ob-
tained, which frankt, is tantamount to prohibition-for-use-of-these--
lists.

Therefore, under the proposed legislation a general list can be
rented, but a list that indicates their interests, at least as far as
video tapes are concerned, can't or at least practically can't be. As
I said, it has been generally established that there is veryno real
privacy interest in renting the names of customers and their gener-
al interests.
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Finally, we are concernee with the requirement in the House bill
whi-li requires a person to check a yes box wad return it to the
direct marketing company before his name bemay appear on the
list. We are in the business of marketing our products and services.

Studies have shown that non-sales related information in sepa-
rate notices and things of that nature significantly decreases re-
sponse. It is net i,'nat we don't want to do this. We will do it and we
have included in our testimony, many, many examples of many
companies, public interest organizations such as consumers union
and the American Express, which is mentioned here, which give
people this opportunity.

But the Privacy Protection Study Commission itself recognized
there is a great deal cf diversity in the direct marketing business
anti there isthers shouki be flexibility in how we provide the
notice le would like that kind of flexibility.

In closing, I think that just two thoughts here, three thoughts, I
guess. One is we do think that this bill should be limited to the
evils which everybody described, which deal with libi aries and in
this specific case revealing of information from the rental of video
tapes from retail stores.

Secondly, we do not believe that the simple existence of a mail-
ing list and mailing to customers because of particular interests
they may have violates privacy. And, third, we would like to have
the flexibility within the context of the bill in order to be able to
rent our specialty lists. We want to sincerely and strongly thank
the two subcommittees for hearing this testimony, and we are look-
ing forward to working with you in the future, as we have in the
past on issues of great concern to us all.

Thank you.
Mr. KASTENMEIER. Thank you very much, Mr. Barton. Your re-

marks conclude the prepared testimony.
[The statement of Mr. Barton follows:]
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SUMMARY OF TESTIMONY OF RICHARD A. BARTON

The Direct Marketing Association ("DMA") has been

carefully following the Video and Library Privacy Protection

Act of 1988 and agree that the public disclosure of Robert

Bork's video rental choices shc,..in not have been made. It is

our hope that we can support a legislative remedy to that

problem. However, it is with much regret that I have to say

that given its currert coverage of direct marketing, DMA and

its members will have to oppose this legislation.

The direct marketing industry shares this committee's

concern that personal privacy be protected in the use of video

customer information lists and pledges that our industry will

continue its successful seventeen year effort to further the

privacy interests of our customers. DMA started its privacy

efforts in 1972 and has spent much time, money and effort to

inform the public of its mail preference system. We believe

that as the result of these efforts and the notices p3ced in

consumer material by most marketers that the public is aware of

its ability to restrict the use of names for marketing

purposes.

In summary, we contend, however, in the context of

video that this legislation should be limited to retail rental

establishments. Further, we believe that any person renting or

exchanging a mailing list should be able to describe the

character or the nature of the video rented, e.4. sports video

as long as the customer is given tne opportunity to object to

the sale or exchange of the custoner's name.

90-845 0 - 89 - 4
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TESTIMONY

Good morning, my name is Richard A. Barton, and I am

Senior Vice President of the Direct Marketing Association

responsible for government relations. DMA has been carefully

following the Video and Library Privacy Protection Act of 1988

and agree that the public disclosure of Judge Robert Bork's

video rental choices should not have been made. It is our hope

that we can support a legislative remedy to that problem.

However, it is with much regret that I have to say that given

its current coverage of direct marketing, DMA and its members

will have to oppose this legislation.

As currently drafted, this legislation adversely

affects the direct marketer's most important business asset:

the mailing list. There is no evidence that direct marketing

companies have done what was done to Judge Bork or anything

else adverse to its customers. We do not publicly disclose

information about what a person buys. We have a 17-year-old

system in place whereby customers may have their names removed

from our lists. I will discuss t:lis system in a moment. We do

not feel that our legitimate commercial activities need to be

regulated by a bill whose pulkose it is to protect consumers

from an abuse which we have not cc mitted.

The direct marketing indu :y shares this committee's

concern that personal privacy be r,otected in the use of video

customer information and pledges that our industry will
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continue its successful seventeen year effort to further the

privacy interests of our customers. DMA started its privacy

efforts in 1972 and has spent much time, money and effort to

info_m the public of its mail preference system. We believe

that as the result of these efforts and the notices placed in

consumer material by most marketers that the public is aware of

its ability to restrict the use of names for marketing

purposes. This process of name removal or Mail Preference

Service ("MPS") has been endorsed by the President's Office of

Consumer Affairs, the Better Business Bureau and consumer

officials in many states. Most of our members have their own

MPS services. Examples of how these companies notify their

customers of how to have their names removed from lists are

attached to my testimony.

In summary, we --.ntend, however, in the context of

video, that this legislation should be limited to retail rental

establishments. Further, we believe that any person renting or

exchanging a mailing list should be able to describe the

character or the nature of the video rented, e.g. sports video

as long as the customer is given the opportunity to object to

the exchange or rental of the customer's name.

DMA has nearly 3000 member firms nationwide which

represent every functional level of industry -- manufacturing,

wholesale and retail. These companies market goods and

services through direct. response methods, including direct mail

9
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advertising and mailing lists. As a measure of direct

marketing's economic importance and consumer acceptance,

consumer sales volume from catalogs alone are estimated to be

in the tens of billions of dollars. The direct marketing

industry makes a major economic impact through increased sales

of goods and services. In addition, the direct marketing

industry itself is a major contributor to increased employment.

Video tapes are emerging as a major element of the

marketing business. The new traditional video tape version of

movies are being sold through the mail as well as educational

and instructional material. Everything from exercising to

cooking to gardening to entertainment is finding its way onto

videotape. A rapidly growing amount of all video tapes in the

United States are sold directly to consumers through the mail.

Privacy is not a new concept to the direct marketing

industry. We not only protect our customers against

unauthorized disclosures, we give them an opportunity to

restrict our members from renting or exchanging their names.

Typically, a direct marketer as shown in the attached examples

will notify its customers that mailing lists containing their

names and addresses may be exchanged or rented and they are

given the opportunity to limit or restrict such disclosure. In

addition, through mail preference a consumer may contact DMA

and we will distribute their names to any list marketer or

broker who requests it, including members and non-members, who

in return will eliminate those consumers names from any

solicitations that they make.

00
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Video mailing lists rented or exchanged do not contain

a list of titles purchased. They simply state how many times

an individual purchased through the mail in a preceding time

period. In some instances the lists may indicate a subject

preference, e.g. sports. There is no doubt that direct

marketing companies, like retail stores, know what a cu: .omer

has purchased. And there is no doubt that direct marketinc

companies use this information in an attempt to increase

sales. Companies in our industry want to know about a person's

interest to be better able to market products to that person.

If you are a hiker, changes are you would be interested in a

catalogue selling camping or fly fishing equipment. If you are

a gardener, you might want to buy bulbs or seed. If you are a

handyman, you might want to buy more tools. And if you watch

videos at home on your VCR, you might want to buy more

videos...or home electronics...or books. These lists are

closely controlled and they are used only for marketing

purpose. They cannot be accessed over the counter and are

maintained with a high degree of security.

In contrast, a video store primarily rents video

entertainment films. As a result they keep a more detailed

record of an individual to protect themselves in case the

customer does not return the videos. It was these rental

records which were released for nun-marketing purposes in Mr.

Bork's case.

10 '71
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In terms of unauthorized access to the name and habits

of our customers, we simply are unaware of any instance, even

an i.k.lated one, where a name of a direct market consumer has

foLnd its way any place except onto a mailing label back to

consumers. We do not believe that this practice of list rental

and exchange raises privacy issues. Others after looking at

this issue including the U.S. Privacy Protection Study

Commission have concluded that receiving mail in itself does

not raise privacy concerns.

In July of 1977, some five years after we began our own

effort, the United States Privacy Protection Study Commission

issued the most comprehensive report ever done in this country

on privacy. l.. studied the direct marketing industry

extensively and concluded that:

That a person engaged in interstate
commerce who maintains a mailing list
should not be required by law to remove
an individual's name and address from
such a list upon request of that
individual, except as already provided
by law.

The Commission went on to state however, that an

organization should afford its customers the opportunity to

restrict the use of their names. The Commission believed that

a voluntary approach would be successful. We believe that our

MPS system and those of our individual members have been very

successful and that the direct marketing industry has protected

its customers from the very abuses which prompted this

legislation.

1 0 2
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The proposed legislation covers direct marketers as

well as retail stores on the theory that the disclosure of

video tape selections is a practice that warrants legislative

protection and if it is warranted for retail L:cores than the

same restrictions should apply to aayone who distributes video

tapes to consumers by other means.; This we believe is bad

privacy theory.

The Privacy Commission and subsequent legislative

activities in the privacy arena all focus on the relationship

between the record keeper and the subject of that record.

Congress in 1984 as part of a cable reform package included a

cable subscriber privacy section because of the concern that it

had at that time with the developing central role of a cable

company. Not only could a cable operator learn of you movie

selections, it could discover when during the day or night you

watched that movie. Congress acted on its concern that the

cable operator was a new institution with no established track

record of protecting consumer's privacy rights. Also, the cable

industry sought the legislation.

More recently, in landmark legislation, both of these

subcommittees passed the Electronic Communications Privacy

Act. That statute recognizes the special role of remote

computing services in our society and established very strong

requirements concerning the release of information from such

services. Also, the remote computing industry sought the

legislation.

1n
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Here the video store industry has sought this

legislation in light of the publicity resulting from the

unauthorized disclosure of Judge Bork's records. The library

community has also sought legislation because of the abuse of

their libraries by law enforcement officials through library

awareress programs.

In stark contrast, there is no record to support any

legislative action directly affecting direct marketing. Given

the industry's unblemished seventeen year history of compliance

with privacy questions, we seriously question the need to

legislate our business. We strongly request that we be given

the continued opportunity to respond voluntarily to the

challenge of privacy.

Moreover, this legislation is also too restrictive in

terms of its limitation on tie sale or rental of mailing lists

where the individual has been notified that his or her name may

be rented. The current language prohibits any disclosure which

would directly or indisaothr discloaa the character of the

video tape rented. We agree that this alternative consent

procedure should not be used to disclose the specific titles

rented. We do not lee the harm in the commercial use of the

character of the material rented. It does not invade someone's

privacy to find out that he or she has rented classic movies or

westerns, especially when the individual has the power to stop

such disclosure if he or she chooses.
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This indirect and direct language is also troubling

where the list is a specialty list. If you rent a golf video

'club list or the sailing club video tape list, you can make a

fairly safe assumption as to the character of the video tape

rented. The effect of this legislation will to prohibit the use

of these lists unle-s the affirmative consent of the customer

is obtained, which is tantamount to a prohibition on the

disclosure of such lists. Therefore, under the proposed

legislation, a general list may be rented. but a specialty list

may not. We do not see the privacy interest in renting the

name of customers and their general interest as long as they

have been given the opportunity through alternative consent to

stop disclosure of their names in the first place.

Finally, we are extremely concerned with the

requirement in the House bill which requires a person to check

a "yes" box and return it to the direct marketing company

before his or her name may appear on a list. Direct marketing

companies are doing just that...marketinq products and/or

services to consumers. Any card or notice which is to be

filled out by a potential customer is very carefu'ly designed

to promote sales. Studies have shown that non-sales related

information significantly decreases response.

This argument was made to the Privacy Commission some

ten years ago and they too agreed that the direct marketing

industry is very diverse and what may work in one context may

10;
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not work in another. Therefore, the Privacy Commission

recommended flexibility in how notice and opportunity are

given. Requiring a box, is we believe, an unnecessarily

specific requirement tc be assured th,t a customer has been

given adequate notice. We have attached many examples of mail

preference notices and we believe that the variety of

approaches demonstrated by those notices should be continued.

We also believe that our industry is the beneficiary of

the First Amendment and the developing commercial free speech

doctrines of the U.S. Constitution. We will not detail those

arguments now, but simply state our interest for the record.

We continue to support the efforts of these Committees

in connection with privacy and look forward to your continued

won!. Thank you for the opportunity to testify on these

important issues.

1 06
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NICOLE SUMMERS

SHOPPING WITH NICOLE SUMMERS IS EASY!

SHOPPING BY MAID Just fill out Me attached order form Be
sure to include all tre infor-cdion needed make any necessary correc-
tions to the pre-printed adiTess and include your payment by check
money order or credit card (be sure to include all charge card snkurna-
bon) Please make checks and money orders payable to Nicole Summers

SHOPPING BY PHONE. You may cal: in your charge card orders 24
hours a day 7 days a week' Just call 603-279-7081 and be sure to have
your catalog and your oriel.: card handy (Filling out Me order form as a
reference will make your phone ordering easy and fast ) During regular
business hours of 8 00AM to 8 OOPM weekdays and 9 00AM to 5 OOPM
EST on Saturdays well be able to give you persona' assistance with your
O: ie At all other times our automatic order taking system will take your
orOt in a step-by-step. efficient way (Don't be shy d s lust a recorder')
Either way your order will be incased quickly and accurately to speed
il on its wily to you

DELIVERY TIME. We're proud mat we ship most orders within 2 days
of rector Occasionally. though unavoidable delays occur It a delay of
over 21 days is expected you II be notified immediately Don't worry if
you've ordered several dent. and lust one arrives Items ordered together
may not be shipped out at the same rime or in Me same carton We ship
most merchandise by United Parcel Service to insure careful handling
and rapid delivery However it you have a PO Box number and no street
address we must ship by Puce Post
GUARANTEED PRICES Every once in this catalog rs guaranteed to
be in effect until at least DEC 31.1987 You'll neve: be Surprised by a
price increase over me published catalog price with Nicole Summes
guaranleed pacts'

NO ONE HOME DURING THE DAY? It no one is a: home to receive a
United Parxl Service delivery. you can plan to have your order sent to
your worn address Just hit in the "ship to space or your order form
with the address of your place of work

QUESTIONS OR PROBLEMS It you ever have a question or a prob-
wyr, concerning an order you've plamd please feel free to all our
Customer Service Desk at 603-279-7031 during the hours of 8 00AV to
4 3014.4 EST. Monday through Friday You'll speak to knoVedgeaole
friendly people who'll do their very best to set things right and answer
whatever questions you may have

SUBSTITUTIONS Once in a great while a manufacturer may change or
discontinue a style in the middle of its appearance in Nicole Summers In
order to avoid disappointing you we re,erve the right to send the new
version or a substitute of equal or better value Of course, as with all our

MAILING LISTS. Our km of customers ts made available to certain
other Companies on a very selective basis We feet that these firms offer
products which will be of Interest to you Most of our customers enjoy
receiving such mad. but it you nub rather not. simply copy your
milling label exactly and send it to Nicole Summers Mad Preference
Service, Wmterbrook Yin. Meredith. NH 03253



Membership dues in the Minnesota State Bar Assoc titian and MSBA sections
or districts ere nor deductible u charitable contributions for federal income
ass purposes. However, such dues may be deductible as a butanes expense.

NAME & ADDRESS CHANGE

ZIP CODE

Telephone Change

Please any change by checking the bog on the face of this

In order to increase our non dues sources of income and to assist in avoidin
frequent dues increases, the MSBA wilt initiate a program for the sate of its
mailing list for non CLE uses If you DO NOT wish your name included in
these sates, please indicate as follows

0 No, I do not wish my name to be included on any non CLE Madmu
lists

MSBA FOUNDATION
Dedui.t the Minnesota Stale Bar Foundation amount from the total it you
do riot wish to contribute

MSBA PUBLICATIONS
State Bei dues include subscription costs tat MSBA publications MSBA in
brief (S8 00/yr I. BENCH & BAR (515 00/yr /

LAWYERS PUBLIC AFFAIRS COMMISSION (LAWPAC)
The MSBA Board of Governors and House of Delegates have pproved ..4%
increase of dues by $3.00 to fund LAWPAC. TM collective responses ts'
members to the advisory question on the other side will provide guidance
to the MSBA Board of Governors regarding an appropriate amount of MSBA
membership dues, if any, to be transferred to LAWPAC, the political fund
of the MSBA. Each member should answer the question. If your dues are
paid by a corporate check or if you are a Judge, no pan of your duds will
be transferred to the political fund, regardless of your anewar to them:x.0*n.

OPTION TO PAY DUES SEMI ANNUALLY
If yOu elect to pay your dues semi annually, pay hall of your state, district.
and section dues and includ. u S2 50 SURCHARGE PAYMENT You will be
billed for yOur second hail dues January 1 irmiudiny another 52 50 surcharge.

klIinftwoo+a. *at* Kan.
11

1.0
cn
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Total $

THE METROPOLITAN MUSEUM OF ART
Special Se rvice Ohne, Ntioile 111.11;e, NY

1.211M1110

Please print all infotmation.
In order that we may better set. e you
please fill in yo ',one numb( r(s) below

Home phone
Business phone (

Check appropriate box:
I Please ship to me at ad:!reS be ow

11 Address correction
Phase print all names and addresses

Name

Address

City

Stale Zip

no

Save Time: Telephone your orter
2-1 hours a day 7 days a week

312-673-6006
(credit card orders Only S15 00 (Tundra,

1

Mad Preference
In inc future we may make our mailing fist available
to reputable catalogue companies tt you ero not
wish to reserve Other catalogues please copy your
mailing label exactly (including ao numerals) and
scud to Museum Mad Preference Service. Box
255, Grace Station New Yolk N Y 10028

I, :awl is incorrect or von et in en
wasiaciweoe Lel

Museum Engsgement Calendar for 1911 van Gogh
In Sakdflemy and AUVOTS. 56 plates in tullcolor gravure
Both a Calendar and an eitreOrChnar y ail book

Method of Payment
(Minimum credit card order S15 00)

) Check enclosed
lJ VISA I I MasterCard i I American E guess

Order To Your Address
Order Code_ Ouanbly Description

Engagement Calendar for 1988KI 8 7 5 I 4 K
1 1 1 1

1 1 1 1 1

1 1 1 1 1

1 1 1 1 1
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. . . our specially
trained customer service staff will be
happy to take your order, assist you
in making a selection or answer
any questions about our mer-
chandise. They are available
weekdays 8 :00 a.m. to
9 00 p.m. and on Satur
day 9 00 a.m to 5:00
p.m (astern Stand-
ard Time). At other
tines our answering
equ prnent will record
your order. Call and
let us help you shop
with The Tog Shop

. . please
send us the mailing labels from all
duplicate catalogs. Indicate the
correct one, and we will promptly
correct our marlin list you.

. ' . we occasion
ally make our customer list of names
and addresses available to carefully
screened companies whose products
and activities might be of interest to
you If you prefer not to receive
such mailings, please copy our mailing
label exactly and mad it to The Tog
Shop, Dept W, Americus, GA 31710
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For fastest sn e
order ton-ifcc
800/927-3050

Within (:alifornia
800/858-.)8(i8
Local orders. call 41S/5884220

Order dads except Sunda.
from 7 AM u15 PM Partin Time
00 AM Id 8 PM Loom, Tune,

Please base sour catalog and (red.
card readill mailable

Onh credit card orders can be accepted
be phone

For Customer Service. please
41S588.2230

Our Price Guarantee.
Bullock & Jones v. ill honor all prices of
merchandise appearing in this catalog

through December 31 los:

Ifou Are Welcome to Charge It.
Lie lour X ISA

MasterCard American Espren
or DinersCarte Blanche

Ma, we send a catalog tor from!,
)011 know ma. enps our catalog too
Hell be happs iti send one

'same

Address

an
Stair Zip

Marling lasts. tse occasional!. make our
customer list 31311.1bk iocarefulh

screened companies ',hose products or
WTI Kit we feel mai interest sou If too

do not with to mow such mailings
please cops tour mailing label exact's and
seed to Bullock J. Jones Mail Preference

Sernce. PO Box 883124
San Franosco. CA 94188.3124

g.



2
Or;
,e(

8
01

J

V

xQV

110

FACTS ABOUT BROWNSTONE SHOPPING'
When rare than one cots es Mated the owmocrepned
cola assays sued Ns,
SpOwbp etUrgeS Se Istechn oreNneses her each
VC(' Mar.,-..shelPang charges per woe are St5 CO
To convey tenth ledger sewahons M apPaee' exest De
slenteed as USA made o, as sw ninon ynchwene Oro
Mrepton ol each styre Mee made en the UM eCtStres
denoWedtaa'Kcaschusr be noted Tome Wy tes,
dour MAD each Wok or descronne Coq contrs
tas enroccnabOn as prowled to us by Pee manufacturers

specs se

OccasonaYrse eschanpe css C hones nu
°thee "4, Order caY0asses *nose products we shswe
may be Or enteresuce you a Ku rem recensng these
new 0/0cftweS - tow 11 you Wee, lust recs....erg ours
-COW KIN, name and address esaory as Ihey
appear on me nwhng Ube' c4 Led Caabp and send 4
lo us en an enseope Pursed ate con Ma" Dermot
Sernce Your name *a then be tempest horn Co.

141

Ow
Avenue New Yon, NY 10118
We ay. men,Cen d Mr Peel Mawerrnp
Assocearron lrrc anlIne N Y Cey Cnan,De,
Commerce

Fop

TO OROEFt, PHONE TOLL FR EE ANY TIME

fa twee seence br cred4 card orders ca' us*
tree any hour c4 the clay°. nom Once so many 0, Ow
CuS,o,e,S We Oclenng Ins way we tia ceased
OW phone stall and added ton Kee ewes Have sow
ce01 card nerno and caracg at NMI woes 000 Ca'

When vp., MC by Ve0: card -we Ca' and gee
aShonzae on on yo, accascer YOUR ACCOuNT IS NOT
CNARGEO urn, y0.0 package has en ar pro" lees

Our phones are wO-Malne0 Or TndeSS,c.a
y.wn.e ea, rae.05 00. .eNnanOSe IV. n NS NO, S
and wha. goes won rota. They are he* tO he p horn
9 00 se., ro 6 00.v lEaSter Tome) On wee. days
Sa..$0ays they re r your sersecc Koch 900 su to
5 00 re.

NeOhes Kokdays Sundays our &ewer), snoOpers
ne yoN PAN these routs 01l 0J, WeS are Cosy ca.
ice free 1 80(3235- I or

CALL ROUND -THE CLOCK TOLLFREE

1-800-221-2468!Pio 1111*.1111,..o ihowle1Nearsoche
Nrgh.dorla gary Owe, WY MIA. won.,
In Ns Von, Coy ce 62124911990

Arter cocoa' Duswess hours ca' 1403.2354111

OROERING INFORMATION
Se tenons Ordered 10aelhr are '0 a'cays sapped

rogrhe Credee cal Peschases re a *3 Veer
sheomenr

Cseeyrheng as-chased fro, Bros-srone Stud o
cared try a es money Sacs GUARANTEE too uSve
Cl Postage and reerscang ) Bur pease -when Wnng
rne,CNVNISe pre the reaS0,, 10, your 1e101n nsore

Ps package
sreauDeng a &raps ar a charge c452 00 tor

each paC.ege We N enceose a card ran yOW message

OUR -UPSTAIRS" BOUTIQUE
In NEW YORK our 'UPSTAIRS' BOUTIQUE has some
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Mr. K rENMEIER. I would now like to yield to the Senator from
Vermont, Mr. Leahy.

Mr. LEARY. Thank you very much, Mr. Chairman.
Mr. Barton, let me ask you a couple questions, because I did talk

about some of the basic premises and concerns that we share. We
shouldn't be able to have just anybody come waltzing in and find
out what you v. atch or what I watch or what your neighbors watch
or don't watch. And I understand the interest you have in being
able to develop indirect market techniques and mailing lists.

Let me give you an example of some of the things that concern
me. I have three children. One is a young teen, who sent in for a
manual on karate or kung fu or whatever all the kids were doing
at that time.

It came to him. The label on it had something unique about it. I
believe it had one letter off or something like that, but the thing
came and it was an innocuous thing about how to teach yourself
karate or whatever. He probably looked at it for 10 minutes in a
typical kid's fashion and then threw it away to be forgotten. But
what wasn't forgotten was the next 6 or 7 months.

I mean, I don t know what getting a karate manual triggers, but
I couldn't believe the stuff that started coming to this teenager. It
ranged from the Soldier of Fortune type ads to some of the most
prurient lingerie things I have ever seen. There were ads for X-
rated books, videos, and something that came very close to how to
kill your neighbor. And I'm serious, it seems to have triggered all
of these things.

You know, it wasn't ads from "Sports illustrated" or "Fish and
Game Weekly" or something like that. I mean, these are wild sorts
of things. We finally came to the point where my wife and I kept
going down to the Postmaster and just kept bringing these things
and filing that little form to take your name off the list, which was
semi-effective.

We st,..1.1 get them. Not as many, probably only because we have
changed our address and some of them have finally stopped.

Now, you said that you don't object to limiting the disclosure of
specific titles of videos. But you disagree with limiting the disclo-
sure of the subject matter of videos.

That is where I have a problem. What triggers from that subject
matter? We are talking more and more E.- ?histication with comput-
ers and with profiles of people. And politicians do this, too, on pro-
files of voters and everything else. But how much should we be al-
lowed to profile somebody?

What does it trigger to someone, if I watch old westerns, or if I
watch only comedies or whatever? Should I really have to think
that somewhere, somebody i3 buildir up a profile on me based on
my personal habits, when I have lao control over it? Wouldn't it
make far more sense to say if I want them to do it, let me affirma-
tively ask to be put on a list. Not the other way around, that I am
going to be on that list unless I think enough to ask for my name
to be taken off?

Really, I have this vision of big brother, where somebody sits at a
massive computersomebody whom I have never seen, never will
meet in my lifebut that person can kind of figure out that Pat-
rick Leahy is this sort of person based on what he reads or what he
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thinks or what he views and, therefore, he gets pegged a certain
way and we are now going to bring whatever the marketing tools
are available against him.

Do you see my concern?
Mr. BARTON. It is a very very broad question.
Mr. LV.ANY. You don't have to answer yes or no.
Mr. BAIMON. I understand exactly what you are talking about.

Your comments go way beyond what I consider privacy issues.
They go into the whole issue of the amounts of mail you get, the
types of mail you get, whether you are comfortable with it, wheth-
er you like it and also the vague or maybe more specific feeling as
time goes on that there is somebody out there who know6 a tre-
mendous amount about you. You are uncomfortable about it, and I
would be, too.

In the specific instance you used, and I have no idea who karate
clubs rent their list to, but I think you gave us a pretty good exam-
ple.

Mr. LEAHY. The worst part is they misdelivered it to our neigh-
bors and they said, "you got some more of that mail." Thank you
very much.

Mr. BAirroN. They must be Republicans. I would say first of all,
even if it was uncomfortable and you dirin't like it, your son's pri-
vacy itself was not being invaded because there was nobody sitting
in these companies who knew that your son specifically had gotten
a piece of pornographic literature or so forth.

His name exists on a huge computer tape and it is difficult or
impossible to get Mr. Leahy's name, and yes, he did do this. It is
just not done and often can't be done. Very difficult to do that. In
the second case, in terms of the rental of an awful lot of lists, that
is a subject that our industry is broaching. And I don't think you
cai legislate against receiving a lot of mail. But it is of concern.

The best I can say right now is the amount of :unit you get and
the number of lists you rent, and all that, is something which prob-
ably has to be handled t' the marketplace because we think,
as we get more sophisticated in being able to deliver messages to
customers, that in fact that problem will be reducf J.

In the case of mail you don't want to receive, such as porno-
7nphic mail, and that mail that you describe as you went down to
the post office to get your names off the list. There is a mechanism
to do that, which is somewhat effective, as you say. We get into a
lot of difficulties and we would like to find out to protect people,
too. The definition of obscenity and pornography and things of that
nature are very difficult ones. That is not a direct answer to yourquestion, but- -

Mr. LEAHY. Please understand, Mr. Barton, and I am sympathet-
ic with your views, too. My parents had a business in Vermont that
depended on advertising and I understand the concern. I realize
how the marketplace works.

A lot of the mail you get and I get andmaybe you don't want to
have to admit thisbut a lot of us look at it and it goes in the
waftebasket. The companies, of course, that do that have to figure
how effective they can be. That is fine. And if they are not effec-
tive, they gn out of business.

1
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A lot of mail I get is ads. I might look at something and say this
is a good idea and I will buy it and it proves a service to me. So, I
don't object to that.

What I am objecting to is that somewhere a profile builds up of
Patrick Leahy or Robert Bork. I am concerned that somewhere
based on very direct person'i choices on what we read, watch, and
think, that somebody builds a profile that is nobody's business
except ours and that somebody is able to go into that profile and
determine who we are and what we are, based on what we have
done in total privacy.

When we read a book, when we watch a video, that is something
that should be our choice and our business and nobody else's in the
country . That is what I am concerned about and that is why I
worked hard on this legislation, so that somebody can't penetrate
my privacy or Judge Bork's privacy or anybody else's privacy.,

Mr. BARTON. I understand that. And I think that we can prob-
ably work out some language in the subcommittee in which the
kind of profiling you are concerned about can't be tapped into.
Now, I don't believe and I probably will get many of my member
companies to jump on me about this, I don't believe the kind of
profile you are talking about truly exists as a result of renting vari-
ous lists.

If you get a piece of mail from XYZ magazine, that probably has
been a combination of several lists they have rented which indi-
cates that the people they are sending to may have a certain
income, certain interests and so forth.

You can't go into that mailing list and do a specific profile.
There are sort of assumptions made when rentals are made in
which that specific kind of information doesn't exist in a specific
profile. Now, in an individual company, you have profiles of your
customers as any retail company has.

Any time I charge to Woodward & Lothrop, Woodies knows ev-
erything I buy and my buying patterns. They can advertise to that
if they so desire. They don't let people know what that profile is,
and I think we can prevent that kind of information from being re-
leased, without preventing, within reasonable areas, without pre-
venting a marketing company or a store, whatever it is, to be able
to appeal to that person's interest.

Mr. LEAHY. I think
Mr. BARTON. It is a very difficult issue.
Mr. LEAHY. It is, and Mr. Barton, I respect your concerns, and I

don't want to trample on free enterprise here, but this is one issue
we are going to have to deal with. What happens with interactive
television when, in the next generation we are going to be doing so
much more by using telephone lines, and televisions to pay bills
and buy food, and maybe run the lights in our houses. If somebody
wants to spin out the Orwellian theory, you can have this view of
knowing what time I leave the house, what time I come back, how
much I get paid, when I get paid, whether I pay my bills on tim a or
I am late on some others, what I like to eat, what I am entertain-
ing and everything.

You know, it is almost like having somebody in the dark with
binoculars sitting outside your house and it is a little bit chilling.
You don't mean to say that we have reached that point, but these
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are the concerns that we have, and we will continue to work with
you and the organization to tread our way through this.

Mr. BArrox. We worked with you all 2, 3 years ago on the Cable
Privacy Bill. There we were dealing with a new technology which
had great potential. I think we worked at it from a direct market-
ing viewpoint. We worked out a satisfactory compromise in which
we could use to a certain limited extent the list without revealing
specific information.

I think we are sort of falteringly stepping towards, from our in-
dustry's viewpoint, what is an expanded approach on this.

Mr. LEAHY. I appreciate your efforts in working that out. Thank
you, Mr. Chairman.

Mr. KAsrENMEIER. The gentleman from North Carolina, Mr.
Coble.

Mr. Comm I thank the Chairman.
Ms. Goldman, do you disagree with the 1977 recommendations of

the Privacy Commission, that erect marketing oe left to voluntary
compliance or to be more specific, the private industry police and
regulPte themselves.

Ms. GOLDMAN. One of the things that the Commission said in
1977 is that direct marketers use a number of different methods
and at that early stage it didn't really make sense for them to rec-
ommend legislation, but what the Privacy Commission did find
(and I am reading from the Commission report), after looking at
the mailing list operations, is that among the record-keeping orga-
nizations that maintain records about individuals, about whom
they have a direct relationship, it is a common practice to allow
names and addresses to be used without telling the individuals.

"The Commission finds no overwhelming societal justification for
such a state of affairs" and in fact they opposed any organization
allowirg that kind of complete discretion in the rental use of the
mailing lists. The Commission also said that with the increased
technology they were very concerned about some of the more trou-
bling potentials that we could realize from the use of the mailing
lists.

The Commission did look at the issue, and they did express con-
cern. They did stop short of recommending legislation in this area,
but they did say that they were very concerned about the future in
this area, and now, 10 or 11 years later, we see that things that
they were concerned about have occurred and that now is the time
to recommend legislation.

I don't know what they would do if they still existed to look at
this issue. But they did raise the concern.

Mr. COBLE. You want equal time, Mr. Barton?
Mr. BARTON. We work with the ACLU on many issues and we

generally agree. This one we don't agree on. In the first place, con-
cerns have been expressed but not any specifics. I do not know of
any specific case in 17 years that we have been involved in privacy
programs that the kind of information we are talking about has
been revealed.

I don't know of any and I would like to see a record on it. I think
our industry's record has been almost unparalled in that area. Sec-ondly

Mr. COBLE. Repeat what you just said.

124
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Mr. BARTON. No information of the type we have been talking
about, to my knowledge, of specific information or profiles about
specific individuals released to law enforcement agencies or news-
paper reporters or anyone, for that matter. As far as I know, there
is no record of that ever having happened.

And that is a strong statement to make, because I could be
proven wrong, but I do not believe I am wrong. And, secondly, our
response to these concerns has been to redouble the industry effort
to explain privacy concerns to our customers and to really strongly
encourage both our companies and our own association to allow
people to get off of lists.

I think that that program has been very successful. Pick up most
catalogs that you get and virtually every one of them, they have
notices there that they will take you off our list. We will not run
your name on any specific or general list, if you don't want us to.
So I believe, first, that we have been successful in meeting the con-
cerns of the privacy protection study situation, and secondly, in
terms of mailing lists, I will emphasize that, that there hasn't been
any evidence and in fact anyone's privacy that it has been violated.

Mr. Costs. I was going to get into evidence of abuse. If anybody
has any information about that, I would be happy to hear it now,
Mr. Chairman, or subsequently.

Mr. Stevenson, as a practical matter, are you or other colleagues
of yours in your industry, as a policy matter, divulging information
upon request?

Mr. STEVENSON. No, we are not. And I guess I would like to point
out, too, there is no pattern of abuse in the retail, on the retail side
either. There are several instances that we are aware of, but if I go
back over the last 7 years in the 100 million tapes that Erol's has
rented, we have three instances of requests, that I am aware of,
and we have never divulged information.

If someone calls us and says somebody is going to rent an apart-
ment, can you give us some credit history? We won't even reveal if
a person is a member of Erol's, because you have to be a member
of the club, quite obviously, to rent tapes, as many of you know.

Mr. Cox& This queion, Mr. Stevenson, is oneI am not inter-
rogating. I am just asking out of curiosity.

Has public opinion over the Bork incident affected rentals signifi-
cantly one way or the other? Can you tell that?

Mr. STEVENSON. Well, since thatthere are a lot of things that
affect rentals, but our business is about 30 percent ahead of the
same period last year, so it really hasn't affected it. We did have a
handful of phone calls from people that were concerned, but it was
insignificant out of 800,000 members.

Mr. Cows. Good to have the panel here.
No further questions, Mr. Chairman.
Mr. BAaroN. I mentioned as an aside, I think half that 30 per-

cent in the business has been from my family.
Mr. KASTENMEIER. The gentleman from California, Mr. Berman.
Mr. BERMAN. I know where the other half has been. I would like

to ask the ACLU to explain a little bit what the concept of privacy
from the ACLU point of view is. Is it a sense of the right to not
have one's space invaded?

12tI
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Is Senator Leahy's privacy invaded by all of that mail that is
coming from groups that bought the Kung Fu mailing list?

Are my constituents' space invaded when they write me letters
saying take me off your darned mailing list? Is their privacy right
being invaded by that or is it the public disclosure of information
about me, or the private disclosure to others that do not consent?

Give me a sense of what privacy right we are talking about here.
Ms. GOLDMAN. You touched on a number of issues that came up

during this hearing. One is that the right to privacy is not just the
right to be left alone, but it is the right to be able to live certain
areas of our lives outside of the public eye.

Mr. BERMAN. Is the right to be left alone?
Ms. GOLDMAN. It is more than just that. It is the right to be left

alone, but is also the right to be able to conduct certain areas of
our lives outside of the public aye and to not feel as though people
know things about us which we do not want them to know, particu-
larly issues that we are dealing with here today that touch on the
First Amendment.

What we have here are First Amendment protected materials, li-
brary records, video records and that goes to the heart of a First
Amendment issue, about what we read, what movies we watch,
how we think, what our preferences are, and I think that what
Senator Leahy expressed is a common feeling among most citizens,
which is that when you get a piece of mail, which is clearly target-
ed to you and targeted to your preferences, targeted to your likes
and dislikes, you wonder, "who knows this about me?"

"Where did this information come from? Where is this list, who
else has it?" When you don't know, it can be very disconcerting. So
it is not really the receipt of the mail which is of such concern, but
it is who knows this information about me. How can they target
me so carefully? Even people in my office have raised these ques-
tions.

Someone came into my office a couple weeks ago and said, "How
did the Association of Retired Persons know that I am about to
turn 55? How did they know to send me this mailing and say it is
time for me to join?"

Another person said, "How did they know my son made the
dean's list and maybe I want to get him a credit card?"

Mr. BERMAN. And this gets to a privacy concern, as far as the
ACLU is concerned.

Ms. GOLDMAN. Absolutely. It is not just the Bork incident, not
just the unauthorized disclosure to the public of this information. It
is the disclosure within the private sector from company to compa-
ny, which is very disconcerting, and which raises the possibility
that there could be that unauthorized disclosure.

Mr. Barton says that there has been no demonstrated abuse in
history and that might be true and that is wonderful. So why
shouldn't they, along with Erol's and the Video Dealers Association
and library community support a strong piece of legislation, if it
comports with what they are doing now?

If it buttresses the industry practice, that is absolutely wonder-
ful. That is the strongest reason to join in supporting this.

Mr. BERMAN. That does raise a question which I was going to ask
Mr. Barton in a moment. You say ACLU supports both bills allow-
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ing disclosure of the name and address of the patron, where such
disclosure does not directly or indirectly reveal the title or content
of the service used, and the individual has been given an opportu-
nity to prohibit the disclosure. As I understand it, now, there is no
general law that gives an individual a right to prohibit disclosure.

Ms. GOLDMAN. That is right.
Mr. BERMAN. Mr. Barton attaches to his testimony, examples of

what he presumably thinks are sincere efforts by his members to
inform people of their right to have their namenot of perhaps the
privilege that- -

Mr. BARTON. I would rather say privilege, but I understand what
you are talking about.

Mr. BERMAN. Shifting for a second, why wouldn't you support as
a general rule a law that says that before a mailing list can be ex-
changed or rented, that the people on that list have the right to
have their name removed?

Mr. aterort. I don't know at this point whether or not we would
support it. We may support it. We may not support it. We would
have to look at the language and work it out.

Our general feeling is that our self-regulation has worked. It
works well, and that you always run into a danger when you start
putting this like that in legislation, you go way beyond what your
original intent is.

A practice in the industry right now is to inform people of their
right to get of lists and to provide them that opportunity. But
there are many, many ways you can do that and I would have to
look at the language of a bill like that carefully. The point I
wanted to make is this bill does not comport with the way we do
this now.

It puts many more restrictions on and it does it with no evidence
at all of any violations of privacy.

Mr. BERMAN. I understand that. When you say we believe that
any person renting or exchanging a mailing list should be able to
describe the character or nature of the video rented, would you
want the opportunity to purchase the mailing list of Erol's club
members, a simple list of members, names and addresses?

Mr. BARTON. Yes.
Mr. BERMAN. Erol, what is your policy with respect to people

who want to do that?
Mr. STEVENSON. We have never sold a mailing list at the present

time.
Mr. BERMAN. Have you leased it or let other people look at it?
Mr. STEVENSON. No.
Mr. BERMAN. What if a VCR manufacturer says I would like to

know people in the Washington area who have tapes. We have a
new advanced style that allows the unauthorized copyingno. We
would like to see these.

Mr. STEVENSON. At this point they can't. There has been some
discussion within the company to consider selling the general mail-
ing list itself of just members' names and addresses, but at this
point we haven't. We don't, atwe haven't sold any lists at this
point.

Mr. BERMAN. What if you just want the list of all people who
have taken out "Desperately Seeking Susan," because one of the
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client members wants to peddle Madonna posters, and they are in-
terested in that? I am wondering, Mr. Barton, if you think you
should have a right to get a list of people who rented that movie.

Mr. BARTON. Let me state this in both philosophical terms and
practical terms. In philosophical terms, yes, because we really be-
lieve that getting that list doesn't reveal anything about anybody,
because nobody looks at that list. It is a specific letter to a specific
person.

From practical terms we recognize the concerns of that and we
would net oppose a restriction on that.

Mr. BERMAN. A restriction on a specific title?
Mr. BARTON. Yes.
Mr. BERMAN. You would oppose a restriction on anything which

described the character or nature of the video rented. I guess I see
the problem here as you can find a lot by asking a superficially
general but in reality very narrow Lind of question or seeking a
very limited kind of thing. What if it is to purchase a list of people
who are members not of Erol's, but of the Sex Video Club around
the corner that has the barricaded, walled off sections for adult
videos.

Mr. BAsTorr. Well, if I could goif I could say, yes, but also say I
would say the. same--

Mr. BERMAN. Yes, to what?
Mr. BAsTort. That we are not supporting pornography here.
Mr. BERMAN. God forbid, none of us are.
Mr. BARTON. I believe you should be able to rent the list. I will

explain why I use the word "rent" in a moment because almost
nobody gives up their lists. That you should be able to rent names
of people who are interested by virtue of their buying habits and
patterns in specific types of products or general types of products.
This does not violate anybody's privacy.

I think that people, for example, who sell sporting goods, sport-
ing goods might be very interested in, and it violates nobody's pri-
vacy, renting "Sporting Life" or "Sports Illustrated" lists. I don't
know whether those- companies rent their lists, but I don't see an
invasion of privacy there. I don't see Congressman Berman being
able to take their list and going in and finding out that Richard
Barton is a reader of "Sports Illustrated," and interested in sports.

The only physical manifestation of that piece of information is
the mailing list label that goes to you as an individual. That isit
is very difficult to go in, almost impossible to go in and get a specif-
ic piece of information off of a mailing list, which is a big computer
tape, about 1. specific person.

If we want to prohibit that, I say we don't do it now, but I think
we can talk about that.

Mr. BERMAN. I have far exceeded my time. Thank you, Mr.
Chairman.

Mr. KASTENMEIER. The gentleman from Ohio, Mr. DeWine.
Mr. DEWINE. Thank you, Mr. Chairman. Let me give you a hypo-

thetical and see if you have a reaction to it.
Let's say you have a child custody case, or visitation case. The

custodial parent alleges that the noncustodial parents, who has the
10-year-old child as a ritual, goes with the child, picks up an X-
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rated movie, pornography, goes back home and they consistently,
every Friday night watch these movies.

The custodial parent further alleges that as a result of that,
when the child comes back on Saturday or on Sunday, the child is
upset The child has nightmares, and that it is affecting the child.
The matter is in dispute between the two parents. The judge, who
is deciding the case, and is listening to a lot of different evidence, a
lot of different testimony, decides that it is a relevant question.

He or she would like to know that fact. Am I correct that under
this bill a judge in the State of Ohio or the State of Kentucky or
California, could not issue an order to obtain those records?

M.3. KRUG. If it were library records, that is exactly what we
would needa judicial order.

Mr. DEWair. Under this bill?
Ms. KRUG. Under these bills, both of them.
Mr. DEWINE. Where in the bill can that be done?
Ms. GOLDMAN. The House bill does not provide for the release of

the information in a civil proceeding. The Senate bill does.
Mr. DEWINE. I am looking at the House bill, and it is my under-

standing that under it this could not be done, even if there has
been a showing to an impartial judge that this is a relevant piece
of information.

My reading of the House bill is that the only exception, and I
will get into this in a minute, has to do with a criminal proceeding.

Ms. GOLDMAN. I think the distinction here is that where you
have First Amendment protected information, you need a very
high standard of protection such as we have here in the House bill,
and that that information can be obtained by other means besides
the release of information.

Mr. DEWINE. It would be your position then that my right of pri-
vacy that I checked out an X-rated movie is higher than the good
of that particular child.

Ms. GOLDMAN. Not necessarily.
I think we support the House bill
Mr. DEWINE. Not necessarily. That is an interesting answer.
Ms. GOLDMAN [continuing]. We support the House bill because it

provides for a stronger position. But we also do support the Senate
bill. That is something that we are open to talk about.

Mr. DEWINE. Do you think that is a problem, that there- is no
general exception in here that would allow a State court, and I
have just given one example and there could be many, many rea-
sons, to issue an order covering such information.

I mean there is no exception other than this criteria that ap-
pears on page 4 The court has to find by clear and convincing evi-
dence that the user has engaged in criminal activity.

Ms. GOLDMAN. We do not have any problem with that. We do
support the provision in the Senate bill.

Mr. DEWINE. Let me carry this another step further and just say
that I also have a problem with the criminal aspect of this, and I
think law enforcement will and I will be anxious to hear what they
have to say about it.

But my understanding of the way the House bill is written today
is that a grand jury conducting a legitimate investigation could not
get any of the records that we are talking about, unless by clear
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and convincing evidence they can show that the user had been en-
gaged in criminal activity.

In other words, it has to actually focus on the user and they
must show by clear and convincing evidence, not beyond a reasnna-
ble doubt, but clear and convincing, that criminal activity has I. een
conducted. I can envision cases where this type of information
would be very useful to clear some people, for example, or very
useful in a general investigation, when the person who checked out
the book or the person who checked out the video was not the
target of the investigation at all, and so I think that, Mr. Chair-
man, it is a certainly a well-intentioned bill.

I was as horrified as everyone else was, I think, by the Bork ex-
ample. I think it creates a real problem. I think we can craft a bill
that will protect in that type of circumstance, but I think the lan-
guage here today frankly has some real, real problems.

Mr. B. x. Would the gentleman yield on that point?
Mr. DEWniz. I would be more than happy to yield.
Mr. BERMAN. Also in the House bill, as it is restricted to criminal

proceedings, it all turns on the question of the prosecutorial inter-
est in obtaining this information.

What about, to the extent it is relevant, and for purposes of a
fair trial, the defendant's right to make his case or impeach earlier
testimony? Should there be something?

Mr. DEWINE. That is an excellent point and I think the problem
with the House language is that we are talking about the user.

We are focusing only on one individual and it could be that that
type of information could be used as a defense, that there could be
a third party involved, and you want to get that information in
with the third party.

Mr. LEAHY. Mr. Chairman.
Mr. KASTENNLEIER. The Senator from Vermont.
Mr. LEAHY. If I can interject for a moment, they just called for

another vote. I think there are going to be a series of them, so I
will probably have to leave at this point, but, I spent 81/2 years as a
prosecutor and tried hundreds of felony cases and other cases per-
sonally.

I argued more cases over that period of time in the Vermont Su-
preme Court as well as the Federal Courts and Courts of Appeals.
Also, incidentally, and this may sound terribly self-serving, but I
had the highest conviction rate that any prosecutor ever had in
this century, literally.

Actually, I argued more cases on appeal than all my predecessors
for 180 years put together in that office. I never lost on one of
those.

I can't think of a single instance where being able to subpoena
records where somebody had checked out bookswhich would be
mostly what would have been thenor tapes, could have any rel-
evance in a trial that I might have had.

I had a variety of trials from bank robbery to murders, to envi-
ronmental matters to embezzlement, to fraud, to blackmail. I can't
think of a single instance where having these kind of lists would,
one, help the investigation, and two, even if we had gotten them,
would have been eligible for proof under any basis whatsoever.

ISO



125

Now, the Senate bill does have exceptions for civil discovery if
there is some area where you have some kind of probative value,
but I would suspect if I owned Erol's or owned any other video
store, I wouldn't want to give ur something like this unless there
was a very specific court order where there had been the offer. of
proof and the usual stepthat you have to take to get it.

I would want to be darn sure I had axourt order in hand before I
gave anything up just for my own protection. I suspect you would
give that same advice to any store owner who called you. But I
just, I suppose there may be something that I have overlooked
somewhere in that experience that would say we should do it. I
can't think of anything that would have proven anything.

Anyway, I pass that on for what it .is- worth. We do have civil
discovery in the Senate bill.

Mr. ICAETENMEIER. The gentleman from Ohio.
Mr. DEWINE. If I can reclaim my time, I think the problem, Mr.

Chairman, is that the House Bill doesn't allow for that court order,
there is no provision in there.

Like the Senator who spent. many years in prosecution, I was in-
volved in prosecution for 61/2 years. The one thing I learned is that
every case is different. You never know what the facts are going to
be and they change all the time. Having come out of that system, I
am very comfortable with allowing a judge to make the determina-
tion of whether or not there is reasonable grounds to issue a sub-
poena or whether or not there is a reason to get this basic informa-
tion.

The problem with the House bill, Senator, is that it simply does
not allow that to be done. It doesn't allow a judge to make that de-
termination at all. Only under very, very, very narrow circum-
stances. So, I think it is a question of flexibility and we need to
take care of that problem.

Mr. KABTENMEIER. The Senator has had to leave to vote. I have
one or two questions. The gentleman from Ohio points out that in
fact there are differences between the House and Senate bills,.
slight differences, this being one, I think the gentleman from Ohio
called attention to.

I would like to talk just a little bit about industry practices. Mr.
Stevenson, obviously, the Bork case did not involve an Erol's Video
Store because that would have been against your policy.

Mr. STEVENSON, Yes.
Mr. KASTENMEIER. And even though you speak for some 20,000

out of 30,000 potential stores, not only Erol's but other stores, there
are not uniform industry practices in terms of these particular pri-
vacy concerns, I take it.

Mr. STEVENSON. Well, I think that in terms of uniform industry
practice really goes to retention of records. I mean, you have the
majority of the video stores are small, one-owner operations, and
there is everything from personal computers that hold records up
to Erol's which has a main frame computer to the person that has,
you know, a card file of members. And so in terms of the way
records are kept and the way that people market to their members
or check out tapes are all different, but I. would say generally
speaking because it is a rental business, there is a record of that
customer ar d what he checked in or out, whether it is on computer
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or whether it is within that computer or on a card, because there
has got to be some way to get that tape back if it doesn't come
back.

In terms of protecting the privacy of those records, based on
what I know about the VSDA members and our own practices, in-
formation is not being released. Mailing lists, I am sure, are being
sold of general memberships of video clubs and that kind of thing,
but beyond that, I am not aware of any.

Mr. KASTENMEIER. Do you support passage of these bills before
us?

Mr. STEVENSON. Yes.
Mr. KASTENMEIER. Having a uniform practice set down by stat-

ute would be preferable for the industry as a whole, you believe; is
that not correct?

Mr. STEVENSON. Yes.
Mr. KASTENMEIER. As far as the libraries are concerned, since

the library standards are really very protective, as you have recit-
ed, why is a bill on this subject necessary, Ms. Krug?

Ms. KRUG. For the very reason that the examples in my written
testimony and the few that I tried to provide exhibit. We are often
asked to provide records, particularly circulation records, which
identify what people are reaciiiig, what they are borrowing from li-
braries, for use in ways that we consider to be inappropriate and
definitely are not the reason or the purpose for which those records
are kept.

We also recommend that, because we view circulation records as
housekeeping records, once the materials are returned to the li-
braries, that the personal identifiable information is expunged
from the record. Many libraries are moving in this direction, so
you don't have records that go back hundreds of years or even 5 or
6 years.

In other words, once the material is returned, we have it back
and, therefore, the record of who took it out can be expunged. But
it is very serious to have someone impute a motive to you because
of what you read. There are people who believe, number 1, if you
don't have anything to hide, then it is OK to make it public, which
I consider to be violative of the essence of humanness.

Second, if you read in specific areas, such as gay literature, you
automatically are homosexual. If you read about witchcraft and the
occult, you are automatically involved in that arena. If you read
materials about any subject, perhaps beyond the mainstream, you
automatically acquire those characteristics. These kinds of charges
can be very damaging to individuals, both personally and profes-
sionally.

It is one of the reasons that we think again it is nobody's busi-
ness what you read, but your own. The gentleman from Ohio, Mr.
DeWine, pointed out some other instances where he felt that the
circulation records or these kinds of records may be appropriate.

The truth is, Mr. Chairman, we don't ask people to take a litmus
test or even a test of what they read when they bring the books
back. We don't ask them what uses are going to be made of these
materials. When Ir was in high school, for instance, I used to take
books out of the library so my boyfriend would have something to
carry home. I didn't want him to go home empty-handed. I know,
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library materials are used for lots of reasons, that being one end of
the spectrum. Therefore, we believe the use for which they are
going to use these materials is a private activity and should be
treated as such..

Mr. KASTENMEIER. I would assume that it would make a lot more
sense, rather than the libraries relying necessarily on association
self-imposed standards with respect to privacy concerns, or indeed
the differing State statutes in the 38 States and the District of Co-
lumbia, if there were a uniform statute on the question, that would
be more helpful for libraries. Otherwise, they would have to con-
form to, in some cases, no laws at all, but rather to association,
let's say regulations or practices, which may be perhaps more diffi-
cult to assert or would not have to be asserted if, in fact, there was
an understanding of what a Federal law on the subject would pro-
vide with respect to this question.

Would you not agree with that?
Ms. KRUG. We believe it would bring uniformity. It would cover

bethe States that do not have such statutes. We believe it would be
much easier to maintain the privacy and confidentiality of specific
records if indeed there were a Federal statute.

Mr. KASTENMEIER. Mr. Barton, you mentioned that you had nego-
tiated successfully with respect to the Cable Deregulation Act, in
terms of practices or access on the part of Direct Marketing Asso-
ciation, and cale operators, but doesn't the Act, as I understand it,
prohibit cable operators from disclosing, indirectly or directly, pro-
grams or other services that the subscriber might sign for?

Isn't that really a more difficult, a stricter standard than that
which the bill would call for?

Mr. BARTON. We didn't think so at the time.
Our counsel back here, Ron Plesser, who worked on here, may be

able to answer the question more authoritatively.
It does restrict our ability to rent cable lists more than I think

we believe necessary at this time and more than we think neces-
sary in the context of this bill. But the original proposal there was
to prement us from renting them at all.

At that time, we didn't really have a clear idea of what kind of
information would be available and there was no question about
the fact that when you went broadly into what the cable can do,
particularly when it gets interactive and there are all sorts of per-
sonal transactions you can go on or that go on that you wouldn't
want to know about.

Now, you are right, we can rentthe customer list of a cable
company which right now is specific enough for us, but I don't be-
lieve we can rent if we break it down into HBO customers or what-
ever the specific channels are; isn't that correct?

Mr. PUNIER. I think that basic level of service can be segmented,
but it is also important to note that there are no special cable oper-
ators. Cable operators sell to geographic areas.

They are not selling for example, camping equipment, so that
you can, by the mere fact of getting a list, identify the character of
the video.

Mr. KASTENMEIER. May I indicate to the stenographer that that
is Ron Plesser who responded to that question. Is there a distinc-
tion to f.; made between video mail sales or rentals versus retail
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video store rentals or sales, with respect to access for marketing for
sale or rental of lists? Is there a distinction to be made?

Mr. BAaroN. Yes and no. We would like, I think, as an industry,
that no distinction be made but I think we recognize that what
happened with Judge Bork and perhaps with other people is such a
difficulty that we would back off on that. We would say that it
would still be useful for us if we can go to Erol's and say, instead of
renting your general customer list, we would like to know who is
interested in sports and who is interested in this and that, but we
recognize that the nature and form of the information Erol's has is
easier to extractwe would not fight not being able to do that.

One step further is that the specific information that Erol's has
which the people want is much more specific than we usually want
to get in a rental list. Therefore, I think a valid distinction can be
made in the law to limit this to the retail rental establishments. I
think there is enough of a distinction and enough of a question of
the immediacy of the information that is available and literally
that can be gotten when you walk into a store and any clerk can
punch it up, or at least in a sophisticated store, any clerk can
punch it up on a screen, and I think from my personal viewpoint,
and I believe from the association's, that is a legitimate distinction
to allow to distinguish between retail and mail order.

Mr. STEVENSON. One real quick thing I wanted to point out about
our system. It would be virtually impossible to generate a list today
of people that were interested in golfing tapes, for example, or any
particular rental category, beccuse we don't store the information
that way. We don't segment it that way.

If I can take a minute, I will run through it. If you go into an
Erol's store and check out tapes, that information remains in the
computer until you bring them back at the store level. Once those
tapes have been checked back in, that information is transmitted
to our central computer facility in Springfield, held for 14 days, put
on a disk and shipped out to a vault someplace.

I don't even know where it is, and stored. But to reconstruct, say,
a customer that has been with us 2, 3, 4 years would almost be im-
possible. The only reason the information has been retained is be-
cause Erol Onaran, who owns the company, at one time thought in
the future we might be able to market directly to individuals at the
store level, where if somebody checked out a certain number of
times, you might suggest movies they haven't rents before at thepoint of transaction.

That is the only reason. We haven't kept them for any other
reason, nor do we segment.

Mr. KASTENMEIER. Erol's is not, I take it, and I ask only for my
own information, involved in a mail order business in addition toyour retail outlets?

Mr. STEVENSON. We get involved in mail order from time to time
through our magazine that we publish once a month, but as a prac-
tical matter, no.

Mr. KASTENMEIER. Does the prohibition against a video service
provider retaining its records for more than one year, is that or
would that be a problem for Erol's or any other dealer?

Mr. STEVENSON. In terms of being able to retain-
Mr. KASTENMEIER. Yes.
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Mr. STEVENSON. To comply. No, I don't think the way the bill is
written, no.

Mr. KASTENMEIER. Thank you.
Are there further questions of my colleagues? The gentleman

from California.
Mr. BERMAN. Thank you, Mr. Chairm, n. I am still confused by

the direct marketer's notion of what they support and what they
couldn't support. You say in the context of video, this legislation
should be limited to retail rental establishments, leaving at least
the implication that you would support legislation that was limit-
ed.

What is the logical distinction between a retail video establish-
ment and a mail order video establishment?

Mr. BARTON. One of them is, as I mentioned, the immediacy of
the information that is available, and the ease for it to be given
out.

Number two- -
Mr. BERMAN. I don't understand that.
Mr. BARTON. Well, you can walk into a video store and a clerk

can give you the information you are asking for. You can't do that
out of a mailing list. It is justit doesn't exist in that form.

You could walk into the business office of a specific company and
demand to see their transaction records, but that is the only way
that you can get the kind of information that we are talking about,
and that has never been done. People don't do that.

Mr. BERMAN. You are saying the reasou for the distinction is
that public disclosure is less likely to come from a mail order oper-
ation that we are getting our lists from than from .a retail estab-
lishment that we are getting the list from.

Mr. BARTON. Public disclosure of the information we are talking
about, yes, much less. It doesn't come from getting a name off of a
mailing list. In the first place, it is physically almost impossible to
do that. We are talking with just mailing lists, not the business
records of our companies or anything like that which are similar to
Erol's.

We haven't ha.' a problem with that. The second reason and let's
be frank, the rscail industry is asking for it, and we are not going
to get into a fight with the videotape rental industry. If they want
to restrict it on that level, that is fine. If they want to be protected
against being inadvertently or directly giving information, being
sued, I think that is fine with us.

We in the mailing industry don't have that problem.
Ms. GOLDMAN. If I can add to that, I think one of the confusions

here is that this legislation is not targeted at any particular indus-
try. It is designed to protect certain kinds of information, regard-
less of whatever industry puts it out. I think that is a very impor-
tant point that needs to be made here, because it is not as though
the legislation is going after a particular industry.

Mr. BERMAN. It looks to me like just the opposite. This is legisla-
tion targeted at particular industries, rather than the kind of infor-
mation. The books I might get from a book-of-the-month club would
not be covered by this legislation, but books I get from the library
will be covered.
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The records, a lot of information that would seem to me to be of
the kind of character that is covered in video Mores will not be cov-
ered, because they aren't disseminated by those industries.

Ms. GOLDMAN. The other point made earlier is that Erol's, for in-
stance, says it doesn't program its computer to call up information
by subject matter. That is because they are not in the mailing list
business, and it is not necessary to do that, but it is very easy to do
that.

Because their computers are not programmed that way at this
time, nothing at this point precludes them from doing that and
from disclosing the information to the public.

Mr. BARTON. Mailing lists is not information disclosed to the
public. We can pursue that.

Mr. STEVENSON. As a practical matter, it would be an inappropri-
ate business practice. I mean, if we were to do that with a number
of stores, for example, that we have in the Washington area, we
would be out of business, I am sure.

Mr. KASTENMEIER. Mr. Barton, do you know of any other indus-
try that might have concerns about these bills, other than your as-
sociation?

Mr. BARTON. Not directly, but I could be wrong about that. I
haven't really thought about that. I think you are dealing with the
concerned industries right here, the four of us.

Mr. ItssmeNstrumt. Yes. The reason I ask is %:hviously the direct
marketing associations do have col, cerns. We have had some con-
cerns expressed about whether there ought to be court orders in
civil actions available, and indeed, whether law enforcement might
have some interest or concerns with respect to the bill.

But other than those concerns, I think there is a consensus that
this legislation could be a step forward in addressing what is per-
ceived as a problem.

And it is a good question raised by the gentleman from Califor-
nia as to whether it ought to be broadened or not. I guess we have
tried to respond to what is perceived recently, in recent times, as a
couple of potentially troublesome areas with respect to invasion of
privacy, libraries and the video business. Some of the other indus-
tries or commercial applications, other types of book clubs and so
forth, ifI guess, if there is not a perceived need, we have not at-
tempted to broadest the legislation to include those areas.

That is why I i,;tink it is as it is today, as it appears before us. In
any event, on behalf of the committee, I want to thank the four
witnesses for their contribution this morning. We appreciate it
very much.

The committee stands adjourned.
[Whereueon, at 11:55 a.m., the subcommittee adjourned, to recon-

vene subject to the call of the Chair.]
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I am pleased to join with my colleagues in holding this
joint hearing on legislation to nrotect one of the most
treasured liberties of all, the right to privacy. There is no
denying that the computer age has revolutionized our world.
Over the past twenty years we have seen remarkable changes in
the way each one of us goes about our lives. Our children
learn through computers. We bank by machine. We watch movies
in our living rooms. These technological innovations are
exciting and as a nation we should be proud of the
accomplishments we have made.

Yet as we continue to move ahead, we must protect time
honored values that are so central to this society,
particularly our right to privacy. The advent of the computer
means not only that we can be more efficient than ever before,
but that we have the ability to be more intrusive than ever
before. Every day Americans: are forced to provide to
businesses and others personal information without having any
control over where that information goes. Computer records are
kept on where we travel, what we eat, what we buy, what we
watch and what we read. These records are a window into our
loves, likes and dislikes. As Justice Brandeis predicted over
40 years ago in his famous dissent in the Olmstead wiretap case

time works changes, brings into existence new conditions
and purposes... Subtler and more far reaching means of
invading privacy have become availabie...Ways may some day
be developed by which the Government, without removing
papers from secret drawers, can reproduce them in court
and by which it will be enabled to expose to a jury the
most intimate occurences of the home,

This point was brought home to me during the course of the
confirmation hearings on Judge Bork when I learned that a
reporter had received from a local video store a list of the
movies net Judge Bork and his family had rented. Who would
guess that the choice of movies one watches in the privacy of
the home would not be confidential?

The Video and Libra Privacy Act of 1988 takes an
important step in ensuring that individuals will maintain
control over their personal information when renting or

(131)
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purchasing a movie or when borrowing a library book. The bill
specifically provides for a federal cause of action in the
event a list which identifies the books we read or the movies
we watch is released. Since there are certain circumstances
in which it may be necessary for this information to be
divulged, the bill provides for some limited exceptions to the
prohibition, including an exemption to cover legitimate law
enforcement activities.

No aoubt in the days and years ahead we will continue to
make much progress in developing new technologies. While I am
fully supportive of innovation and growth, I remain committed
to protecting those principles which are so central to America.
The legislation which is the subject of the hearing today
strikes the necessary balance to ensure that our privacy will
not be lost as we move ahead.

I look forward to the testimony of the witnesses and hope
that we can move ahead on this legislation this year.

.1. 2 (/4:)
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STATEMENT OF SENATOR ALAN K. SIMPSON

JOINT HEARIN; ON S. 2361

AUGUST 3, 1988

RAYBURN HOUSE OFFICE BUILDING 2237

First let me say that it is a real pleasure to be here this

morning and to join the Senate Subcommittee on Technology and the Law

and the Reuse Subcommittee on Courts, Civil Liberties and the

Administration of Justice. I thank Senator Leahy and Congressman

Xestenmeier for allowing me the privilege of joining them here in order

to receive the testimony of the witnesses in today's hearing.

The idea of legislation to protect the privacy rights on an

individual'a video club records or library records first arose during

the hearings on the Bork nomination. It was then that I learned that a

local-reporter had decided to publish in a newspaper known as the "City

Paper' the video rental record of Judge Bork -- as though that would be

some great and dazzling story or delightfully entertaining piece or

"investigative Journalism" at its worse -- or simply "Creative

Reporting About People," with the acronym of CRAP:

The fact was, and still is, is that it is nobody's business what

videos are rented by Judge Bork or anyone else. It does not matter

whether you are a nominee for the Supreme Court or the City Council or

the School Board. As Judge Bork so articulately pointed uut during his

hearings, the Congress of the United States does have the power to

legislate privacy rights if it wishes. Thus we are about that business



134

now and I think it is certainly appropriate for both video records and

lib-lry records.

It is that cherished American

protecting with this legislation.

be able to read or understand the

understand the concept of privacy

unmitigated unvarnished privacy.

right of privacy that we are

People in this country may not even

Constitution, but they surely can

in their personal lives. Plain old

The right to be left alone. That is

why such diverse groups are working on this bill in order to obtain its

passage.

I Jo not mean to imply that the bill as currently drafted is

perfect. Otherwise there would not be such reason for these hearings.

I do think we can perhaps review some provisions in the bill and offer

suggestions in how to increase its effectiveness without impinging on

appropriate release and disclosure of personal records to 'at,

enforcement officials or under court order as appropriate.

I think we need to be especially careful that we do not overly

restrict the access of such information to legitimate police inquiry

where it is necessary to further investigations into criminal

activities which may even affect national security through espionage.

It may seem absurd to state that a person's video racords or library

records could somehow be connucted with foreign counterintelligence sod

espionage. But it is quite apparent that just sucn foreign operati'.eu

are actively engaged in the use o2 our vast, 'Willy accessible Mrary

system in order to recruit intelligence sources and to uncover

information which perhaps should not be so readily accessible.

1 e; O
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I look forward to workl,,,, with the Senate and House Subcommittees

and the Senate full Clasittee on the Judiciary on this important

issue. As an original cosponsor of the Senate bill, I think it is most

important that we pursue markup on the bills I also want to thank

members of these Subcommittees for the active involvement which they

have taken in seeing this legislation through the process am.? the

remarkable and consistent work of Congressman Al McCandless in the

House to introduce the oill and work towards its passage. Thank you.

141
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ADDITIONAL MATERIALS

Congresses of tbe Illniteb 'Mateo
liscinie et Reprtientatibel

leasbington.V.C. 20515

July 26, 1988

The Honorable William S. Sessions
Director
Federal Bu_ au of Investigation
10th & Pennsylvania Avenue, N.w.
Washington, D.C. 20535

Dear Mr. Sessions:

The House of Representatives Committee on the JudiciarySubcommittee on Courts, Civil Liberties and the Administration of
Justice and the Senate Committee on the Judiciary Subcommittee on
Technology and the Law are planning to conduct a joint hearing onH.R. 4947 and S. 2361 (copies enclosed), relating to the privacy
rights of users of video and library services. The hearing willbe held at 9:30 a.m. on Wednesday, August 3, 1988, in Room 2237
Rayburn House Office Building.

We would like to invite you or your designee to appear and
testify on H.R. 4947 and S. 2361. Please summarize your opening
statement so that it does not exceed five minutes. Enclosed youwill find a notice which sets forth the House JudiciaryCommittee's requirement that prepared statements be filed atleast 48 hours prior to your scheduled appearance. In accordant,with Committee policy, fifty copies of your statement must bc
submitted by no later than 9:3.. a.m. on August 1, 1988. Due tothe large number of Members who will be attending the hearing, anextra fifty statements would be appreciated. Please forward 50copies to the House Subcommittee on Courts, Civil Liberties andthe Administration of Justice, 2137 Rayburn House Office
Building, Washington, D.C. 20515, and 50 copies to the Senate
Subcommittee on Technology and the Law, 224 Dirksen Senate Office
Building, Washingtcn, D.C. 20510.

1 4
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The Honorable William S. Sessions
July 26, 1988
Page #2

Please do not hesitate to contact either Committee at 225-3926 or
224-3406 if you need further information,

Your earliest acceptance of this invitation would be appreciated.

.ettSincerely,

e
PAgetri. LE PETER W. ROCINO, JR.
Chairman Chairman
Senate Subcommittee on House Committee on

Technology and the Law the Zadiciary

PWR:vsj
Enclosure
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U.S. Department of hada

Federal Bureau of Investigation

Offscs of the Mecum.

Honorable Peter W. Rodino, Jr.
Chairman
Committee on the Judiciary
House of Representatives
Washington, D.C.

Dear Mr. Chairman:

%slung,. D C 20335

August 2, 1988

Thank you for your letter dated July 26, 1988, inviting
me to appear at the joint hearing of the House Committee on the
Judiciary Subcommittee on Courts, Civil Liberties, and the
Administration of Justice and the Senate Committee on the
Judiciary Subcommittee on Technology and the Law on August 3,
1988 to testify on issues related to the privacy rights of usersof video and library services. I must decline the invitation but
would like to offer comments on H.R. 4947 and S. 2361 which I
will provide to you by separate letter.

Sin rely rs

04-1.".--William S. essions
Director

147_.
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orrict mg. INTELLuciunt. raeroom

AMERICAN LIBRARY ASSOCIATION
50 CAST UT On, STRICT CwCAGO 111,5015 6000 e3.7, 4. 6700

August 25,, 1988

The Honorable Robert Kastenmeier
2328 Rayburn House Office Building
Washington, D.C. 20515

The Honorable Patrick Leahy
Chairman
Subcommittee on Technology and the Law
SH-815 Hart ' :ate Office Building
Washington D.C. 20510

Dear Representative Kastenmeier and Senator Leahy:

On behalf of the American Library Association, I want to thank
you for holding the joint hearing August 3 on H.R. 4947/S. 2361.

This bill is a major step forward in protecting the privacy
rights of Americans. If enacted, this bill would establish a
uniform federal standard which would protect the privacy of
library users. This standard would be a complement to that
which 38 states have already adopted and would be ccntrolling in
states where 11:1 similar law exists.

The difference between the House and Senate versions on the
detail of whether a court ordered disclosure could occur in civil
as well as in criminal matters received much discussion. Our
view would be that the most important concept here is that of a
court order as the required vehicle for disclosure. We recognize
and agree with the view expressed by Senator Leahy limiting the
grounds for such an order to a criminal proceeding.

Since the hearing, my colleagues and I have continued to work
with staff on language and to respond to their questions. We
are grateful for your support and interest in this matter.

Sincerely,

C. James Schmidt Chair
Intellectual Freedom Committee

CJS:bau
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AMERICAN LIBRARY ASSOCIATION
50 CAST HI A01 STATE, CHICAGO ILL NO.5 5^6H 312! 044 6780

The Honorable Robert W. Kastenmeier
2328 Rayburn House Office Buil.ing
U. S. House of Representatives
Washington, D. C. 20515

Dear Mr. Kastenmeier:

September 23, 1988

On behalf of the American Library Association, I am writing to
express our strong support for the Video and Library Privacy Protection
Act of 1988, HR 4947, legislation that would create a federal right to
priva,y personally identifiable library use records and video rental
or sale records.

Thirty-eight states, plus the District of Columbia, have passed
laws protecting the confidentiality of library use records: In addi-
tion, since 1970, the ALA and its more than 45,000 member librarians,
library trustees, and libraries have had a policy3 a) chat library
circulation records are confidential in natures and b) that such records
should not be made available to any other party except pursuant to a
court order issued by A 3udicial authority.

The ALA opposes any amendment to the proposed legislation which
would create a " national wicurity letter" disclosure process.
Particularly in view of the Federal Bureau of Investigation's repeated
testiwony before House and Senate committees that the Bureau is not
interested in library records, and has never requestea or received
library records, we fail to see any 3ustification for creating a special
disclosure process to provide access to library records for the FBI or

other law enforcement agencies.

Further, the adoption of any amendment to HR 4947 to create a
"national security letter" disclosure process may authorize a part of
the FBI Library Awareness Program, or similar activities. Both the

Pause and Senate recently have held hearings on these activities.
Creating a "nntinnal security letter" disclosure process at this time
appears to ALA is grant tacit approval to the Bureau program(s). ALA

believes that takoig action which appears to endorse the very activities
now under congressional scrutiny naturally undermines the integrity of
the investigations, and may defeat their purpose outright.

A court order,, obtained upon good cause shown to the appropriate
judicial authority, is the proper vehicle for obtaining library records.

146
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Hr. Kastenseier
September 23, 1988
Page Two

We believe the court order standard in HR 4947 is the only justifiable
standard to require production of such records, and it will not impede
legitimate law enforcement interests. Furthermore, this procis
protects li,sIarians with a uniform standard to be applied when
librarians are faced with one of the most crucial dilemmas of their
profession, a choice between maintaining their professional ethics, or
acceding to requests by law enforcement authorities.

Again, we strongly support the single court order standard now in
the bill, and we urge the Committee on the Judiciary to defeat any
amendment relating to a "national security letter" disclosure process.

Thank you for your consideration.

JFK:tj

Sincerely,

ith F, Krug 414t
irector

Office for Intellectual Freedom

1 4
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Special Libraries 1700 EvIteenth Sueei NW

Was'w9tcn DC 20009

Association 20M.24 4700

September 26, 1988

The Hrlorable Peter W. Rodino, Jr.
Chairman
House Judiciary Committee
Washington, D.C. 20515

Dear Mr. Chairman:

On behalf of the Special Libraries Association, I want to express our
support for the confidentiality of library records maintained by public
institutions. In this regard, we are pleased that the House Judiciary
Committee will be considering legislation which embodies this princi-
ple, H.R. 4947, the Video and Library Privacy Protection Act of 1988.

As the bill now stands, library records could only be obtained with
the approval of the individual involved or by a court order. We are
chagrined to learn that the Federal Bureau of Investigation is
attempting to get a national security letter" exemption. "his would
enable the FBI to get confidential library records withot jedicial
review or notification of the subject in question.

In our opinion, this circumvents the intent of the legislation and
enables the FBI to obtain library records without showing cause. The
Association opposes the activities of the FBI's Larary Awareness
Program and views this national security exemption as a way for this
agency to continue its program, with, in essence, Congressional
approval.

Interestingly, the FBI has stated in Congressional hearings that it is
not interested in obtaining library records. We would qu,..stion, there-
fore, why the agency deems it necessary to seek an exemption in this
legislation.

We urge you, as a member of the House Judiciary Committee, to oppose
any national security exemption for any federal agency including the
FBI during consideration of the Video and Library Privacy 'rotection
Act of '')88.

Sincerely.

David R. Bender, Ph.D.
Executive Director

DR13/1h

Ewero,v, G <eua
a,c D Banagt a Assocae Ewc,Av( 1,

1,4a



143

APeopieForlheway
Annencan

ACTION FUND

October 3, 1988

The Nonorable Robert Wastanmeier
Chairman
Subcommittee on Courts, Civil Liberties,
and the Administration of Justice
2137 Rayburn
Washington, D.C. 20315

Dear Chairman zasteneeloar,

On behalf of the 270,000 members of the People For the
American Way Action Fund, a nonpartisan constitutional liberties
organization, I urge your support for H.R. 4947, the Video and
Library Privacy Act. The Courts, Civil Liberties and the
Administration of Justice Subcommittee is scheduled to mark up
N .R. 4947 on TUesday, October 4, 'edit. The bill is an essential
safeguard against the wrongful disclosure of information relating
to an individual's use of libraries, and the use of services
involving video rental or sale. America is in the midst of an
information revolution in which a balance must be struck between
the increased ability to acquire information, and the need to
protect personal privacy.

Xvidence of the mama for the bill is apparent in several
actions brought to the attention of the public:

In 1984, it was revealed that the Federal Purlieu of
Investigation, as part of its controversial Library
Awareness Program, has attempted to obtain library
circulation records as part of a counter-intelligence
effort. The PSI's program has frequently been conducted
without regard to the library confidentiality laws of some
of the 38 states around the country which have such laws.
Such activities threaten constitutional rights to privacy,
and ironically, suspend democratic freedoms in the nave of
protecting democracy.

In 1987, a Washington, D.C., newspaper published the
videotape rental record of the family of Supreme Court
nominee Judge kirk. According to press accounts, the
profile of the Bork family's viewing habits was leaked to a
reporter by someone with .ccess to the computer videotape
rental files. We believe that the release of such
information is a clear violation of the right to privacy.
Citizens who rent videos to view in the privacy of their own
homes do so with the expectation that their choices are a
private matter.

2000 M Street, NW, Suite 400, Washington, D C 2003S (202) 467.4999 -0.
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Mat. 4947 creates important enforcement a. anises to
protect against wrongful disclosure of video records: (1) civil
penalties for infractions (2) requirement of written consent frost
consumer for disclosure of personal identifiable information at
time the disclosure is sought. Currently such information about
individuals is released unless it is expressly prohibited.
People For the American May Action Fund strongly supports the new
enforcement and consent provisions.

Americans must be assured that their choices of library
materials and video transactions are kept private. H.R. 4947
creates such clear and uniform protections in federal law.
People For the American May Action Fund urges Congress and the
President to support the *Videu ..ad Library Protection Act,* and
to oppose ail weakening amendments.

Sincerely,

mum, Jr'. Arthur S. Kropp
President
4
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association or ReseaPcb La:Maples
1527 New iismiesnire Avenue. N W . Vashington. D C 20036 (202)232 2466

DUANE E. WEBSTER
Sep:ember 26, 1988 Executive Director

The Honorable Robert Kastenmeier
U.S. Howe of Representatives
2328 Rayburn House Office. Bldg.
Washington, D.C. 2051;

Dear Congressman Kestenmeler:

This letter Is to convey the support of the Associ"tion of Research Libraries for
the Video and Llbraly Privacy Protection Act of 1988, H2 4947. The provisions of the
bill are in harmony with the policies of research libraries and such federal law will
strengthen protection ft,. the confidentiality of library records by prohibiting their
disclosure except with the person's consent or under court order.

In a related matter, ARL follows the investigation of the FBI Library Awareness
Program by the Civil and Constitutional Rights Subcommittee. ARL has formally
opposed the Library Awareness Program and we have asked FBI Director Sessions to
publicly disavow the program. We await with considerable interest the next steps in the
Subcommittee investigation.

We now understand there may be national security letter exemption in the Video
and Library Privacy Protection Act that allows the FBI to gain access to records
without court order pursuant to foreign counterintelligence activity. We strongly
oppose this provision. We also do not understand the rationale for considering it as part
of HR 4947.

It Is ARL's that library records deserve to be protected by higher
standard than this exemption provides. Library records represent First Amendment
activities - to receive and exchange informatics' - and shotnd be revealed only after
Judicial r-..11w determines it is necessary. In addition, the FBI has said publicly that
they are not interested in, nor do they seek to see library records. So what is the need
for exempting the Bureau from the Video and Library Privacy Protection Act?

A mandatory or permissive national security letter exemption in HR 4947 would in
part authorize, r be perceived by library users as authorization, for the Library
Awareness Program and other similar activities. Adoption of this exemption would also
put an end to the Congressional investigation ..f the Library Awareness Program. Given
the negative publicity and questions that remain unanswered by the FBI about the
Library Awareness Program, these are not desirable consequences.

ARL urges that the House address the two issues separately by passing the Video
and Library Records Protection Act this session but without national security letter
exemption. This action would strengthen protection for the confidentiality of video and
library records and allow the ongoing Congressional investigation in the Library
Awareness Program to continue.

Sincerely,

Dust E. Webster
Executive Director

1 5
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We are writing to you about H.R. 4947, the Video and Library
privacy Protection Act of 1988, which prohibits the unauthorised
disclosure of video and library records. The bill has broad,
bipartisan support. It was introduced in response to the
disclosure of Judge Robert Bork's video store recore.1 during his
Supreme Court nomination hearings, and was expanded to include
libraries, where the potential for similar abuses is great.

Re understa 4 that representatives of the Federal Bureau of
Investigation have spoken with certain Members about possible
amendments to the bill. We are greatly concerned that these
amendments not be permitted to impeCa the progress of the bill,
which is presently being marked up by the Subcommittee on Courts,
Civil Liberties and the Administration of Justice. We expect the
bill to be favorably reported by the Subcommittee, and to proceed
to full Judiciary Committee consideration next. week.

We stress that the FBI has never formally contacted us about
any problems with H.R. 4947. Counsel to the subcommittee met
with FBI representatives last July 13, and ,he Bureau was
informally invited to testify at the Subcommittee's Av4ust 3
hearing. A formal invitation letter was issued on July 26, 1988.
The Bureau declined these invitations, both informally to
Subcommittee counsel, and in an August 2, 1988 letter from
Director William Sessions. On both occamions, however, the
Bureau promised to submit written comments on the bill. We have
never received any such comments.

Our undersmanding, however, is that the Bureau has eight
specific problems with H.R. 4947. Seven of the problems relate
generally to the scope of materials prohibited from disclosure,
and to the standards by which law enforcement agencies may seek
court ordered disclosure of video and library records. The
Bureau apparently believes that these standards are too onerous,
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Page #2

and ve are willing to seek appropriate emendnents at the full
Committee markup to rectify these seven concerns.

The eighth proposal is a request ttat the FBI be permitted
to obtain video and library records without seeking a court
order, through a national security letter. While we recognize
that such r procedure has been authorized in other laws, relating
to bank ard telephone toll records, vs strongly believe that this
procedure is inappropriate in this context. First, the materials
protected by H.R. 947 are protected by the First Amendment, and
thus cut: led to the strongest possible prohibition against
disclosure. Second, the FBI has simply not made any case that
the national security letter procedure is warranted here. In
testimony about the Library Awareness Program before the
Subcommittee on Civil and Constitutional Rights last July, the
Moreau testified that "I can assure you that the FBI is not now
nor has it ever been interested in the reading habits of American
citizens. . . I have found no situation at all where we got any
records or any information on any U.S. person as far as library
records or porsonal information goes, any. In either the video
or library context, there has been no evidence to the contrary.

We are more than willing to accommodate the FBI in its
legitimate law enforcement needs. However, the Bureau does not
need a national security letter exemption and to permit it would
create such a large hole ir the bill as to render our efforts
futile. The insertion of a national security letter exemption
would be seen by the library community as congressional
authorization for the Library Awareness program, which, as you
know, has generated tremendous concern among librarians. Given
the questions raised by the Bureau's conduct in the CISPES case,
where extensive use was made of the national security letter to
obtain bank and telephone toll records, this is no time to
authorize further use of the technique, particularly for records
with First Amendment implication?. such as library and video
records.

We hope that you will not act favorably on any request that
the House Committee on Intelligence seek a sequential referral on
H.R. 4947. Please feel free to contact either of us if you need
more information about this matter.

ROBERT W. RASTENHEIER
Chairman
Subcommittee on Courts,

Civil Liberties and the
Administration of Justice

Sincerely,

Stre....E.41.4.4.40440%.,
DON EDWARDS
Chairman
Subcommittee on Civil

and Constitutional Rights

1 5
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Asststxx Attorney General . htton D C 20530

Honorable Robert W. Kastenrdier
Chairman
Subcommittee on Courts, Civil Liberties,

and the Administration of Justice
House of Representatives
Washington, D.C.

Dear Mr. Chairman:

SU, 2 7

I am writing to comment on H.R. 4947 and S. 2361, bills
which would regulate the manner in which law enforcement agencies
obtain records from libraries and video stores.

Of significant concern to the FBI and other law
enforcement agencies is the cumulative effect that this
legislation and other similar legislative initiatives have on law
enforcement's ability to protect the public safety and ensure the
national security. The notification requirements and the
administrative burden necessary to obtain such information will
deter law enforcement requests for such ,nformation. More
importantly, the standarez contained in these bills are
tantamount to an absolute prohibition of disclosure of personally
identifiable information to law enforcement agencies for
investigative yurposes.

One of the exceptions created by the bills would
provide for the disclosure cf information incidental to or
necessary for legitimate business concerns. It is troublesome
that infornatien prohibited for law enforcement purposes could be
readily disclosed for business purposes.

I understand that 38 states have already acted to
provide for confidentiality of library records. Federal
legislation for library confidentiality is an intrusion into
areas traditionally regulated by the States. Regulation of video
record confidentiality by the States is to be expected. If
Congress, however, determines that Federal legislation is
required to protect personally identifiable information held by
video service providers and libraries, I offer the following
recommendationg that would ensure eszential law enforc-ement
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Honorable Robert W. Restenmeier

investigative needs can be fulfilled while providing an
independent review to determine it the intonation is needed for
legitimate law enforcement purposes or required to protect the
national security. Although these recommendations will provide
for basic needs, from a public safety standpoint a general
exemption would be preferred.

S. 2361 contains a definition of personally
identifiable information. I recommend that definition be
included in the House bill. Provisions of each bill address the
disclosure of personally identifiable information to Federal and
state law enforcement agencies. The provisions that notice be
given to the subject of the information about a court proceeding
providing for disclosure are often contrary to law enforcement
interests in that they acknowledge the existence of an
investigation. Also troublesome is the standard of "clear and
convincing evidence" that the subject of the information is
reasonably suspected (S. 2361) of engaging in or has engaged
(H.R. 4947) in criminal activity and that the information sought
would be highly probative to the case. "Clear and convincing" is
not a term frequently .i,ad in criminal matters. It should be
clearly defined, and if it remains in the bills, should be
distinguished from the higher standard of probable cause.

H.R. 4947 would add an additional requirement that law
enforcement must show that other less intrusive investigative
processes have been utilized or would not succeed. Although a
similar provision appears in the Federal wiretapping statute, it
is observed that electronic surveillance is an extraordinary
investigative technique and is usually used to obtain information
directly from suspects, not third parties. It also invades an
area in which there is a high expectation of privacy. H.R. 4947
also requires a showing of why the value of the information
sought would outweigh competing privacy interests. These
standards would effectively prohibit law enforcement agencies
from obtaining video and library records for investigative
purposes.

To remedy these problems, I recommend that disclosure
to law enforcement agencies be allowed by two authorities: a
court order and a grand jury subpoena. The standards for
issuance of a court order or subpoena would be identical to the
standards for those instruments as required by a court or a grand
jury for issuance. Either could provide for nondisclosure to the
subject of the records.

- 2 -
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Honorable Robert W. Kastenmeier

A third disclosure process by "national security
letter" should be fashioned to parallel the Electronic
Communications Privacy Act (18 U.S.C. Sec. 2709) or the Right to
Financial Privacy Act (12 U.S.C. Sec. 3414(a)) which permit the
disclosure of telephone toll records and financial institution
records when a certification is made that records sought are for
foreign counterintelligence purposes and that there are specific
and articulable facts giving reason to believe that the customer
or entity whose records are sought is a foreign power or an agent
of a foreign power. Without this procedure, the FBI could not
effectively monitor and counter clandestine activities of hostile
espionage agents and terrorists. The standard of "specific. and
articulable facts" is lower than the probable cause or "clear and
convincing evidence" standards. It is the standard used for
disclosure of financial and telephone toll records in
counterintelligence investigations. The national security letter
process will, however, limit access, and if coupled with a semi-
annual reporting procedure, similar to that contained in the
Right to Financial Privacy Act, can be reviewed by appropriate
congressimal oversight committees.

M. noted above, our estimate show that such disclosure
procedures would have limited use. It is, however, important
that if Federal confidentiality legislation is adopted relating
to video services and library services, that ther' be procedures
available that will allow legitimate Federal, state and local law
enforcement needs to be served in a reasonable manner, balancing
public safety and the national security with personal privacy
interests.

conclusion, these recommendations provide for
minimal law enforcement interests. Although Federal law
enforcement agIncies could perhaps work effectively under a new
records disclosure process, I fear the impact of such legislation
will cause serious problems on the quality and e2fectiveness of
local law enforcement where work is of a more reactive nature and
where the abilities to deal with such procedures are more
limited.

- 3 -
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Honorable Robert W. Kastenmeier

The Office of Management and Budget has advised that
there is no objection to the presentation of this report from the
standpoint of the Administration's program.

1 - Honorable Peter W. Rodin, Jr.
Chairman
Committee on the Judiciary
House of Representatives
Washington, D.C.

1 - Honorable Hamilton Fish
House of Representatives
Washington, D.C.

1 - Honorable Don Edwards
Chairman
Subcommittee on Civil

an Constitutional Rights
Committee on the Judiciary
House of Representatives
Washington, D.C.

1 - Honorable J. Moorhead
House of Representatives
Washington, D.C.

Sincerely/.

Thomas H. Bo
Acting Assis t Attorney

General
Office of Legislative Affairs
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